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Introduction
Main TOC Link

The clinical benefits of computerized medical records are clear, however,
the costs of current proprietary systems are large. This high cost precludes
many small practices from transitioning to computerized medical records. Open
Source medical record systems are quickly becoming a viable, cost effective
alternative.

The goal of this project is to maintain a comprehensive Open Source
Medical Practice Management Software Appliance, which provides office
scheduling, electronic medical records, prescriptions, insurance billing,
accounting, and access controls. This appliance has many possible applications,
such as a fully functional demo, a testing/developing platform, and as the
starting point in real world clinic applications. It can be run on any operating
system that supports the VMware Player. The detailed building instructions of
this appliance are also included in this manual, which will allow easy
modification/updates of appliance and will allow simple transition to a native
server, if required.

OpenEMR is installed on the Ubuntu 8.04 Server Edition operating system.
For users whom require a GUI desktop, the Ubuntu Server edition OS (8.04) does
not come with a desktop, however it is easy to install and is described in this
manual. The administration in the Ubuntu Server can be mostly done via
Webmin, which is described in this manual.

This manual contains instructions on downloading, starting, and using the
OpenEMR Appliance, OpenEMR user manual web links, helpful tips on
OpenEMR use, instructions for configuration and administration of the
Appliance, and full detailed instructions on how the Appliance was built.

The Download the OpenEMR Appliance and VMware Player chapter
contains how and where to download software from.

The Start the OpenEMR Appliance chapter contains information on starting
the OpenEMR Appliance.

The Using the OpenEMR Appliance chapter contains information on how to
use the OpenEMR Appliance, web links to User Manuals, helpful tips, and all the
login names and passwords that will be needed while using the appliance.

The Configuration of the OpenEMR Appliance chapter describes how to
configure and administer OpenEMR and the appliance. There are instructions
describing how to set up a printer, an email server, and an automated backup
scheme. This chapter also describes how to choose the visual layout of OpenEMR



and how to add the pharmacy dispensary module along with other instructions
on setting up a static IP address, installing a desktop environment, setting the
time, changing the password, and safely shutting the appliance down.

The Instructions for Building the OpenEMR Appliance chapter describes in
detail how this Appliance was built.

Online Demo
Main TOC Link

Here is the online demo of the OpenEMR 4.0.0 appliance:

http://OpenSourceEMR.com:2098/openemr/ (Main OpenEMR program)

This is a fully functional demo, which allows you to play around with all the
software packages in the appliance. It uses all the same logins and passwords as
the appliance( refer to 'Login Name and Password' section). The OpenEMR
users were added to demonstrate the access controls:

-Login name------ Password--------- Description

1. admin pass Administrator

2. physician physician Physician(more access than clinician)
3. clinician clinician Clinician(less access than physician)
4. accountant accountant Accountant

5. receptionist receptionist Front desk receptionist

Don't worry about breaking it, because it resets itself to its original state
every day at 7:30AM Pacific Time. Have fun. (If demo is not working email me at
brady@sparmy.com)

Download the OpenEMR Appliance and VMware
Player

Main TOC Link

1. Download and install the FREE VMware Player at:
http://www.vimware.com/products/player/

2. Download the FREE OpenEMR Appliance.


http://www.vmware.com/products/player/
http://OpenSourceEMR.com:2098/openemr/

1. You can download Appliance via Direct Download or Torrent (file is
760MB, which extracts to 2GB):

1. Direct Download from Sourceforge:
http://downloads.sourceforge.net/openemr/OpenEMR-4-0-0-
appliance-1.zip

2. Torrent file link: http://www.bradymd.com/OpenEMR-4-0-0-appliance-
1.torrent (If you need a torrent software client, then try:
http://azureus.sourceforge.net/ )

Start the OpenEMR Appliance

Main TOC Link

Windows

Main TOC Link
1. Unpackage the OpenEMR-4-0-0-appliance-1.zip file.

2. Run VMware Player (screenshot below).


http://azureus.sourceforge.net/
http://www.bradymd.com/OpenEMR-4-0-0-appliance-1.torrent
http://www.bradymd.com/OpenEMR-4-0-0-appliance-1.torrent
http://downloads.sourceforge.net/openemr/OpenEMR-4-0-0-appliance-1.zip
http://downloads.sourceforge.net/openemr/OpenEMR-4-0-0-appliance-1.zip
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3. Start up the OpenEMR Appliance by opening the OpenEMR-4-0-0-
appliance-1.vmx file in the VMware Player.

4. If this is your first time starting the OpenEMR Appliance, then a
window will pop up (see screenshot below). Select 'I copied it' and
click the 'OK' button.

This virtual machine may have been m:_:n.red or ::ui:sied.

In order to configure certain management and networking features VMware
Workstation needs to knaw which,

Did you move this virtual machine, or did you copy it?

If you don't know, answer T copied it”,

(73 I moved it

ok || concel




5. Several windows may also pop up explaining that certain drives or
sound drivers are not gonna work. Just click 'ok' and continue.

6. Ubuntu will now boot up, just give it some time. After boot up you
will see the following introduction screen:

L] OpenEMR-3-0-0-appliance-1 VMwere Player ~ Devices » i 5

#* Runming local boot scripts (setcesrc.locall

BlUelcone to the OpenEMR Appliancett
Most Recemt User Manual can be found at hitp:/sbraduymd.com-appliance

The IF address of this appliance is: 19Z2.168.1.144
OpenERRE -> hitp 168.1.144 ; user: admin

Uebnin -> https:-. z Fleluls ¥y USEr: OpENEmr pass roool
The HTTPS(443), SSH(ZZ), and Webmin(l0008) ports are open.

fippliance login wane iz openemr with password openemrcool
To run a comnmand a nizstrator (user "root"), uwuse "swdo <conmand>"
zudo compand pa ord iz openenrcool

HySQL user iz openemr with password openemr
BHySQL root wser has an empty p word
{NHote that the abowve passuwords are from initial configuration)

Sof tware version information: Ubuntu Server Edition 8.04, OpenENR 3.90.08, Webmin
1.4%8, Apache 2.2.8, HySQL 5.0.%1a, and PHP 5.

openenr login: _

1o direct input 1o this vistual machine, press Cid+G '-.r_d - "E:?a K!:'; J

This is the introduction screen. Note that it automatically displays the IP
address of your appliance, along with links to OpenEMR and Webmin.
These links are customized for you depending on your IP address. The
initial important user names and passwords are also displayed. To use
appliance, proceed to the 'Using the OpenEMR Appliance' section below.

Linux

Main TOC Link
1. Unpackage the OpenEMR-4-0-0-appliance-1.zip file (use the 'unzip
OpenEMR-4-0-0-appliance-1.zip' command).

2. Run VMware Player.

3. Start the OpenEMR appliance by opening the OpenEMR-4-0-0-
appliance-1.vmx file in the VMware Player.



4. If this is your first time starting the OpenEMR Appliance, then the
below window will pop up:

| Question | N——— -

The location of this virtual machine's configuration file has changed since it
@ was last powered on.

If the virtual machine has been copied, you should create a new unique
identifier (UUID). If it has been moved, you should keep its old identifier.

If you are not sure, create a new identifier.

What do you want to do?

Keep Always Create Always Keep x Cancel Create

You will only see this window the first time you start the appliance. Click
'‘Create’.

5. Several windows may also pop up explaining that certain drives or
sound drivers are not gonna work. Just click 'ok' and continue.

6. Ubuntu will now boot up, just give it some time. After boot up you
will see the following introduction screen:



L] OpenEMR-3-0-0-appliance-1 VMwere Player ~ Devices » i 5

#* Runming local boot scripts (setcesrc.locall

BlUelcone to the OpenEMR Appliancett
Most Recemt User Manual can be found at hitp:/sbraduymd.com-appliance

The IF address of this appliance is: 19Z2.168.1.144
> hit 192 . 168 .1. 144 0pEnEnr user: admin
-» https:- 7192 .168.1.144:100006./ USEr: Oopenemr nenrcoo l

The HTTP3(443), S5H(ZZ2), and Webmin{(l0Q0080) ports are open.

fippliance login wane iz openemr with password openemrcool
To run a commnand iztrator (user "root"), wuse "sudo <command>".
zudo comnand password iz openemnrcool

HySQL user iz openemr wit ssuord opeEnemr
BHMySQL root wuser has o !
{NHote that the abowve passuwords are from initial configuration)

Sof tware version information: Ubuntu Server Edition 8.04, OpenENR 3.90.08, Webmin
1.4%8, Apache 2.2.8, HySQL 5.0.%1a, and PHP 5.2.4.

openenr login: _

1o direct input 1o this vistual machine, press Cid+G '-.r_d - "E:?a K!:'; J

This is the introduction screen. Note that it automatically displays the IP

address of your appliance, along with links to OpenEMR and Webmin.
These links are customized for you depending on your IP address. The
initial important user names and passwords are also displayed. To use
appliance, proceed to the 'Using the OpenEMR Appliance' section below.

Using the OpenEMR Appliance

Main TOC Link

Using OpenEMR Appliance

Main TOC Link

1. You connect with the OpenEMR Appliance through a web browser.
You can get the Appliance IP address along with links to OpenEMR
and Webmin on the above introduction screen. Use those links as the
web address on another computer's web browser. (If you get a
security error in your web browser, then first follow the instructions
in below appendix section 'Configuring client web browser for https'
to configure your web browser.)

1. OpenEMR at https://Appliance IP address/openemr
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File Edit View Hi:la Delicious Tools Help
[ - Login b

OpenEMR v3.0.0.1

Usemame

Password:

.Lﬂgli'l

Capyright Notice

2. Webmin at https://Appliance IP address:10000/



File Edit ¥wew History Delicious Tools Help
W hittpsa/f192.168.1.167: 10000/ -

Login to ahmln

You must enfer a usemame and password to
Iogen te the Webmin saner an

192.168:1.167

Username  spenemr

Password  sssssssssss

~1 Remambar |egin
petmanently?

I__Lngin_ | [ Clear '_

197.168.1.167:10000 & WA FH ™=

3. For the list of application login names and passwords go to the
'Login Name and Password' section below.

2. You can also change your IP address to a static one, so it doesn't
change after your virtual server is turned off or re-started. Directions
to to do this are in the 'Static IP Address Setup' section.

OpenEMR User Training

Main TOC Link

1. There is an excellent OpenEMR wiki with user manual links at:
http://www.openmedsoftware.org/

2. You can ask question at the SourceForge OpenEMR forum at:
https://sourceforge.net/projects/openemr/forums

3. The OpenEMR home page is here: http://www.oemr.org/

4. The most current version of this appliance user manual will hopefully
always be available at: http://www.bradymd.com/appliance

Helpful Tips

Main TOC Link
1. NEED to ensure clock is set correctly (Virtual computer time should
not differ from the host computers, or there will be cron scheduling
problems)


http://www.bradymd.com/appliance
http://www.oemr.org/
https://sourceforge.net/projects/openemr/forums
http://www.openmedsoftware.org/

List of Login Names and Passwords

Main TOC Link

Ubuntu user -> user: 'openemr' password: 'openemrcool’
Ubuntu sudo command -> password: 'openemrcool'
Webmin -> user: 'openemr' password: 'openemrcool’
OpenEMR -> user: 'admin' password: 'pass'

MySQL user -> user: 'openemr' password: 'openemr"
MySQL admin -> user: 'root’ NO PASSWORD

SOl wh =

Configuration of the OpenEMR Appliance

Main TOC Link

Printer Setup

Main TOC Link
1. For USB printers, you will need to connect the device by clicking on
printer on top of window. Your host computer may no longer be able
to see the printer after this step(not permanent, but can be a pain).

| fulltestopenEMRMandrivaAppliance | =1=17]

2cp-Rom Q,cn RoM HFioppy |ERE ®sound Adapter Hewlett-Packard hpghaserlet 3015

Open Source Electronic Medical Record Sotware Review - Mozilla Frerox AT

Eile Edit View Go Bookmarks Tools Help

“r Mandriva - Mandriva Store .- Mandriva Club - Mandriva Expert - Mandriva Online @©LPI »

) | LI http:ybradymd.com/#0.0.0.0.0.0.Prit [¥] ElGe [[Cl

Printer Setup =

Quick Index Link.

1. For USB printers will need to connect the device thru VMWare
menu->VM->Removable Devices->USB Devices. Your host

ramnnitar will lilralir na Tanmar ha ahla tn caa tha nrintar aftar thie

In this case I click on the 'Hewlett-Packard...' button at top of VMware window.



Player I%cn-ncm ]%cn-r{nm ﬁFmppy!mEthemet ©sound AdapterlQHewmtt-Packard hp Laserjet 3015

Open source Electronic MedicallRecord software R

File Edit Wiew Go Bookmarks Tools Help

Q - - O € | http:/bradymd.com/#0.0.0.0.0.0.Prit |[¥| TiGe |[Cl

I

Mandriva Mandriva Store Mandriva Club Mandriva Expert Mandriva Online ©LPI »
Printer Setup =

Duick Index [ink.

This is just to demonstrate that the 'Hewlett-Packard...' button is now
shaded.

2. Now, you need to add the printer . It would be great if we could add and administer the

printer through webmin, but I was unable to get this to work. So we will add a new

printer to CUPS directly. To do this, we will actually use a text based browser from the

commandline (yes, you are now entering nerd world). Enter below bolded
instructions on command line:

#open up web page with text based browser (use up/down
arrow keys or 'tab' key to scroll thru links and hit ‘enter’
key to select a link)

lynx http://localhost:631

& OpenEMR-3-0-0-appliance-1 VMware Player ~ Devices = P

Conmon UNIX Printing System 1.3.7

Adninistration

fmelcnnet

These web pages allow you to momitor your printers and jobs as well as
perforn suystem administration tasks. Click on any of the tabs above or
on the buttons below to perform a task.

Prbout CUFS

CUFS provides a portable printing layer for
—— press space for next page —-
Arrow keys: Up and Down to move. Right to follow a link: Left to go back.
Hlelp O)ptions Plirint G)o Hlain screen Qluit r=s :h [deletel=history 1i

Ty cliresct put 1o this vittual machine, press Cid+G




Select 'Administration’.

L&Y OpenEMR-3-0-D-appliance-1 VMware Player = Devices = il [

fAdministration

Find New Printers

SErVED

—— press space for next page —-
Arrod keys: Up and Down to move. Right to follow a link: Left to go back
Hlelp O)ptions Plrint Glo Hlain screen Qluit - rch [deletel=history 1i

| Tor direct input 1o this vistual machine, press Cid«G | g o 1 'ﬂ‘ﬂ ‘fa = j el

Select 'Find New Printers'. (it will take a bit of time to load next page)

&4 OpenEMR-3-0-0-appliance-1  Vhwere Player ~ Devices = ol

List Available Printers

fivailable Printers
Add This Printer

The Common UMIX Printing System, CUP3, and the CUFS logo are trademarks
of CUFS iz copyright Z007-Z008 Apple Inc. All rights
reseruved.

Conmands: Use arrow keys to nove,

for help, "q' to guit, "¢' to go back.
Arrou k Up and Down to move. Right to follow a link: Left to go back.
Hlelp Olptions Plrint Glo H reen Qluit s=search [deletel=hi ]

[ Tor direci it to this vistual machine, press Cid+G, |




Select the printer you want to add.

L] OpenEMR-3-0-0-appliance-1 VMwere Player ~ Devices =

- X
fidd Printer

Add Mew Printer

Brother MFC-7840M USB 1
(May contain any printable characters except "~", "#", and spacel
Local Printer

(Hunan—-readable locat ch as "Lab 1" )
Brother MFC-7840U

(Humnan-readable dEEEFIEEIEE_EEEE_EE_EEF_LaEEPJEt with Duplexer')
Cont inue

The Commow UNIX Frinting Suystem., CUES,
of

reseruved .

and the CUPF3 logo are trademarks
CUFS iz copyright Z007-Z008 Apple Inc. All rights

(Form subnit button) Use right-arrow or <return> to submit.
Arrod keys: Up and Down to mowe. Right
Hlelp Olptions Plrint Glo Hlai

to follow a link: Left

to go back.
screen Qluit s=search

|.1.I':'|l'_'r.|:'] hiztory 11
gy = o

Follow instructions to fill out "Name:', 'Location:', and 'Description:' fields. Then select
'Continue’'. (it will take a bit of time to load next page)

| To direct input to this vistual machine, press Cid+G




&Y OpenEMR-3-0-D-appliance-1 VMware Player = Devices =

fidd Printer

- AX

PHodel Driver for Brother HMFC-7840W_USBE_1

[Brother NFC-78Z0N BR-Script3 (en)

Add Printer

The Common UHIX Priwnting System, CUPS, and the CUPS logo are trademarks

of CUPS is copuright Z007-Z008 Apple Inc. All rights
reserved.

(Form submit button) Use right-arrow or <return> to submit.
Arrod keys: Up and Down to move. Right to follow a link: Left to go back.
Hlelp O)ptions Plirint Glo Hlain reen Qluit s=search [deletel=his

| Tor direct input 1o this vistual machine, press Cid«G |

Choose the 'Model:' (use right-arrow key to show the menu after you select this field). Then
select 'Add printer'. (it will take a bit of time to load next page)

L&Y OpenEMR-3-0-0-appliance-1 VMware Player ~ Devices »

Add Printer

-0 X

PHodelDriver for Brother HFC-7840W_USBE_1

[Brother AFC-VY8Z0N BR-Script3 (en)

fdd Printer

The Conmon UNMIX Frinting System, CUFS, and the CUFS logo are trademarks

of CUPS is copuright Z2007-Z008 Apple Inc. All rights
reseruved .

zernane for "CUFS' at =zerver 'localhost:631' openemr
Arrow keys: Up and Down to mowe Right to follow a link: Left
Hlelp Diptions Plrint Glo Hlain reen Qluit s=searc

to go back
[deletel=history 1i

[ To diirect nput 1o this vittwal machine. press (<G |

Enter username 'openemr’.



5] OpenEMR-3-0-D-appliance-1 Vhware Player = Devices = PR e

Add Printer

PHodel Driver for Brother HFC-7840W_USBE_1

[Brother HFC-78Z0H BR-Script3 (en)
fdd Frinter

The Common UMIX FPrinting System, CUP3, and the CUFS logo are trademarks
of CUFS is copuright Z2007-Z008 Apple Inc. All rights
reseruved .

FPasoword @ e e
Arrow keys: Up and Down to move. Right to follow a link: Left to go ba
Hlelp Dlptions Plrint Glo H): reen Qluit » :h [deletel=history

[ To diirect nput 1o this vittwal machine. press (<G |

Enter your 'openemr' user password.

&Y OpenEMR-3-0-D-appliance-1 Vhware Player = Devices = PR e <
REFRESH(5 =zec):
http:rslocalhost (631 adminsT0FP=set-printer-options&FPRINTER_HAME=Brother
_MFC-78400_USE_1

Add Printer

Printer haz been added successfully.

The Common UNIX Printing System, CUPS, and the CUPFS logo are trademarks
of CUPS is copyright Z007-Z008 Apple Inc. All rights
reserved.

"

Connands: Use arrow keus to move, '7" for help, "q' to guit, '<-" to go back.
Arrow keys: Up and Down to mowve Right to follow a link: Left to go back
Hlelp Dlptions Plrint Glo Hlain reen Qluit s=search [deletel=history 11

[ To diirect nput 1o this vittwal machine. press (<G |

Shows printer was successfully added. Type 'q' to quit.



3. Now that the printer has been added, we can print a test page and learn how to
administer the printer. Again, it would be great if we could do this
through Webmin, but I was unable to get this to work. So we will go
back to using CUPS directly through our text-based browser.

#open up web page with text based browser (use up/down

arrow keys or 'tab' key to scroll thru links and hit 'enter' key
to select a link)

lynx http://localhost:631

L] OpenEMR-3-0-D-appliance-1 VMware Player v Devices = P e

Conmon UNIX Frinting Suystem 1.3.7
Frinters

fHElcnnet

These web pages allow yow to monmitor your printers and jobs as well as
perforn system administration tasks. Click on any of the tabs above or
on the buttons below to perform a task.

PAbout CUPS

CUFS provides a portable printing layer for
—— press space for next page —-
Arrow keys: Up and Down to move. Right to follow a link: Left to go back.
Hlelp Ol)ptions Plrint Glo Hlain screen Qluit -s=s h [deletel=his

tory list

[ To diirect nput 1o this vittwal machine, press (<G

Select "Printers'



£ OpenEMR-3-0-D-appliance-1 VMware Player = Devices = il [

Showing 1 of 1 printer.

Erother HFC-7840U
Local FPrimter
Brother HFC-7BZ0N BR-Script3
idle, accepting jobs, published.
(HORMAL LINK) Use right-arrow or <return’ to activate.
Arrod keys: Up and Down to move. Right to follow a link: Left to go back.
Hlelp O)ptions Plrint Glo Hlain reen Qluit s=search [deletel=his J

| Tor direct input 1o this vistual machine, press Cid«G |

Use down arrow key to scroll below the shown printer.

£ OpenEMR-3-0-0-appliance-1  VMware Player ~ Devices » T
-+ '

ush: s Brother-MFC-7820H

Print Test Page

The Common UHMIX Printing System, CUPS, and the CUFS logo are trademarks
of CUFS iz copyright Z2007-Z008 Apple Inc. All rights
reserved.

Connmands: Use arrow keys to move, '7" for help, "g' to guit, '¢-' to go back.
Arrod keys: Up and Down to move. Right to follow a link: Left to go back
Hlelp O)ptions Plrint Glo Hlain screen Qluit - rch [deletel=history 1i

| Tor direct input 1o this vistual machine, press Cid«G |

Select 'Print Test Page' (also note all the other administration options in case you need them in
the future).



&] OpenEMR-3-0-0-appliance-1 VMwere Player ~ Devices = P e

REFRESH(Z =ec): htip:rsslocalhost 631l -printers-Brother MFC-78400_USBE_1

Frint Test Fage

Test page sent: job ID is

The Common UNIX Printing Suystem, CUFS, and the CUPS logo are trademarks
of CUFS is copyright Z007-Z2008 Apple Inc. All rights
reserved.

| e |

Connands: Use arrow keus to move, '7" for help, "q' to guit, '<-" to go back.
Arrow keys: Up and Down to move. Right to follow a link: Left to go back.
Hlelp Olptions Plrint Glo MHlain =screen Qluit ~s=search [deletel=history lis

| Tor direct input 1o this vitual machine, press Cii+G = -

Confirmation of print job is shown. A test page should be sent to your printer. Type 'q' to quit.
You are now officially a nerd.

Email Server Setup

Main TOC Link
1. This will allow only locally produced emails (such as “status” emails
during the below 'backup script' and emails originating from
OpenEMR for appt confirmations) to be sent over the internet.

2. Enter below bolded instructions on command line (if prompted to
give password during the sudo command, then type in your user
password):

#log into root
sudo aptitude install postfix



&) OpenEMR-3-0-O-appliance-1  VMwere Player = Devices = e 3¢

Fackage conf lguratlon

{ Fostfix Configuration |

Pleaze zelect the mail server configuration type that best meets your
needs .

Ho configuration:

Shoulid be chosen to leave the current conflguration unchanged.

Internet site:! : :

Hall Is sent and recelved directly uzing SMTP.

Internet with smarthost:

Hail is received dirvectly using SMTF or by running a utility such

az fetchmall. Dutgoing mail ls sent using a smarthost.

Satellite system:

‘All mail iz sent to another machine, called a ‘smarthost', for
delivery.

Local ownly:

The only delivered mail iz the mall for local users. There iz no

<0k>

| To dirset inpul 1 this vidusl machine, press Cid+G

-Hit 'tab' key to select 'Ok'.

£ OpenEMR-3-0-0-appliance-1  VMwere Player = Devices = s 230

Fackage conf lguratlon

Postf ix Conf fguration
General type of mail configuration:

Ho configuration
Internet with snarthost

Satellite sy=zten
Local only

<0k> <Cancel>

| To dirset inpul 1 this vidual machine, press Cid+G

Select 'Internet Site', then select 'OK'.




BFackage conf iguratlion

{ Fostfix Conf iguration |
The "nail name" iz the domain name used to "qualify"” mail addresses
without a donain name.

This name will also be used by other programs. It should be the single,
fully gqualified domain nane (FQDHDY. :

Thus, if a mall address on the local host is fooBexanple.ory, the
correct wvalue for this option would be example.oryg.

Egsten mall name:

domain.com _

£0k: <Cancel>

N To dirsict gt 1z this vidual mackine, prass Cir+G

Enter the domain name that is put in the from field of your outgoing emails, for example
ouroffice.com . (don't worry, this can always be changed after installation). Then select 'OK'.

3. Now we can configure the mail server in Webmin. First we will start the Postfix module
in Webmin, and hen we will configure it. Point a web browser outside your

appliance to the Webmin link reported in your appliance introduction
screen.

(If you are getting a certificate security error, then first follow the instructions in
below appendix section 'Configuring client web browser for https' to configure
your web browser.)




Ble gt Miew  Histary Deliciovs ‘Tools Help
| WA httpsy//192.168.1 167:10000/ i

You must enter a usemame and password to
logen to the Webmin sener on
192.168.1.167

Username apensmr

Password  sssssssssss

1 Remamber login
petmanently?

| Login || Clear |

192.168.1.167:10000 4 o B4 1

fée Edit Yeew History Delicious Jools Help
gt_hﬁ c b ) m & Em!ﬂﬁlﬁﬂl.ldlimﬁ A _@'ll.}.'.a:'-

W Webimin 1450 on openemr (Ubu.., =

Login: apenemr

N & webmin

& Dithers
@ Meeworkng System
@ Hardware hosmame oA
B ciyater Operaling
@ Unused Modules i
Searh Webmin vermion 1450

Time on systemn  Tue Mar 3 22-42:30 2009
& igw Module's Logs Kernel and CPU Linwe 2 6 24-23-senes on 1588
| Swystam Information System uptime 8 bours. 25 munulaes
S Refresh Moduies CPU load

@, - averages
. Real memory 503 36 MO trdal, BB.TS MB used

Ubwirty Linuw' 8 042

027 (1 mwin) Q.05 -(5 mins) 002 {15 mins)

Wirwal memary  1.44 GB tozal 0 byres wsed

Local disk space 77 44 GH fotal, 5 3% GB osed

1523681 181.00000 O o B3

Click '"Webmin'.



e Edrt k’srw Higtory Delicious  Toals. li!fjl
QU;J [ G - ¥ m E Emmum;.mum;

W Webimin 1450 on openemr (Ubu.., =

Login: openemr

B WWebnin -
Backup Confiquration Files we mln
Change Language and Tharma

Wabmin Actions Log
Walirmen Corhguzalion Systam
Wabrmin Serders Index& Hostanme apenami
A = y =
(] "'-E\;th:'t“: e - m;ﬂﬁﬂ Ubumuy Linu & 04 2
& Sarvers Weshariln version 1450
Lifieen | Time on system  Tug Mar 3 22-45:13 2009
Pty Keroel and CPU  Linwe 2 6 24-23-servef an 1586

@ Hardware System uptime B biars 28 minules
B causter CPU load

B Un-used Madules averages
Search’ Real memory 503 36 ME tetal, 6880 MB usad

QGE (1 min) Q.04 (5 muinsh B.0% (15 mins)

£ iew Madule's Logs Wirtual memary 144 GB tozal 0 byres wsed
¥ Byatam Infbormatinn '
= Riskaih Modides Local disk-space 77 4% GB total, 5 3% GH osed

@ Lagaut
hibtps: 192,166 1 14110000/ webirrir! 16236581141:30000 (4 wf ER 1

ik

¥reEpmin ks PREPCF (LI EAIR

Edﬂh’srwi'fwtwﬂdmluc&liﬂl

g L o - 8 m E Emmumndum;

W Webimin 1450 on openemr (Ubu.., =

Lagin: apenemr " Motz Corfig - :
B Wbiia ' Webmin Configuration

Backup Confiquration Files Webmin 1450
Change Language and Tharma

Wabmin Actions Log
Wahmen Configuralien @ @ A
Wabimin Sarers Index

Wabmin Users IP Access Conrol Pans and Addreases Logging Presey Servers and
@ Bystem Devmiloads
(3 Sarvars

Boums 4 by 1

(3 Hardvare Lses intnrface Wiahonn Module Dparailing Sysiem and Languagn
@ CHyster Erraramnmini

B Lin-azed Madules

= m e v S

£ Yiew Maodule's Logs Indis Page Opdiong Upgrade Viabrmn HAutdhaitacation Faassign Modules
¥ | Syatarn Information

o> kW | ®

Pbtps:/ 192,166 1 14110000/ webrmiry/edit_ mcds cgy 1621681 14100000 () of B3

Click '"Webmin Modules'.




(B, Wi 1,450 oo peraor 1 bevtes Lnas 04,0 okl P
Fil= Ede Wiew Hatory Dalicius Jocls Help
ba= 1 W N H m_am_ﬂjmziq 100/

W ielamin BASD o oponsnng (LB 30

I'I_ﬁF E[IGI'IHITI' ?-'-1Dd | |.'I‘.| A
B Wkt R Webmin Modules

Backuy Configurelionm Fied . =

Change Langange gnd Theme |.I|‘II-I|| Clone  Deigtz Eapert

Wishiin Actior= Log Wiz modiles can be added afer installataan ) wsing the mem L the gl Modules are typcaly mstibulsd in ubm
X = 1 ra 2 o e = ran als staliad #om HFM fles if =

Wiebsmin Coriguration filez - aach of which can corain mnz or mom modules  Modules can alsp be instalied #om RFM fles iF suppaned by yoor

Wobmin Servers irrdox ML e
.. st fnstadl Motule
B Fristall lioen Ty From local file

0 Feom uploaded ke

B Hetworcng
A Hardwara % From M oF leitg URL mhhllll.:ulnl'mdabeaﬂp'_'rsﬁ.x-'I.+5E'-'I.w.lrll.g4

O Cluste £ ‘Standird module fiom [l
| ez Mielulna Wi webmin.com =

Search - Inkd party modube foom

A vz Wodule' s Logs fynuse O Yes @ Mg
""I Sarstanm Infermation d-ﬁpalbd-uﬂ.l:lﬂl?

Gk aroess io oy F
£ Fiaech Medilis @ Ceand, gooesd bily 1o Lra.-ergl and groups oot
@ Pt Grare accass 10 all Wahmin =sers

| mstall Madule

& Saturn to Wabmin corfipration

192168 144140000 o WA FE

Toggle on 'From ftp or http url', then enter
'http://www.webmin.com/updates/postfix-1.450-1.wbm.gz'. Then click
'Install Module'. (We can't use the usual standard postfix module
because of a bug in mail aliases).



prerrat (U bumbu Dise 204020 - Khomlls Frefox
Deficious. Tools Help
| W Webmin 1.450 on apenemr (b 3

Login® apenemr Module Index
B Visna Install Module
Backup Configuration Filaa

Change Langeaga-and Thems Deursizadig poatruwbmgz (21 bytes|

Dawnloading http.Adownioad webmin comidawnload modules/ posthi whin gz (434744 bytes)
Wallm!n Aclions Log RHEW':E 1I}§d bytes [0 %) P % i
Wabmin Configuraticn Recaived 44332 bytes {10 %)
Wabmin Servers Index Recatad G700 bytes (20 %)
Recaived 131072 bytes (30 %)
Recered 174087 bytes (40 %)
Recawved 218112 bytes (50 %)
Rocamed 261120 bytes (50 %)
: Recaived 306152 bytes (70 %)
O Netwarking Recsived 18160 bytes {80 %)
& Hardwara Recawed 392192 bvtes (90 %)
3 Custer Reconiod 424744 byles (100 %)
& Ln-used Moduleo .. Bownload complate.

Saarch The following modules have been successhully installed and added 10 your aco=ss contral list

£ View Module's Logs

Po=tfix Mall Ser in fusr/ahare/webmin/fposcfix (£316 kB under category Seners
bl Syatem |nfarmation & Setum Lo modulas [& Raturn 1o Websnin configuraion

L Refresh Madules
@ Logaut

ifj Don= - 1521683141000 ) B BB |
Confirmed successful installation. Then click 'Postfix Mail Server'.




3n openare | e B - Mofa Eirele
Be Edn View Higtory Deboous Tooks Help
M Webimin LA 50 on openem (Ubu,., < |

Login: opsname Halp:. 1 Search Docs.. :‘
@ Webmin Modale Confi Pastﬁ_x Mail Server
181 Systam Postfix wergion 2.5.1

3 Sapars

& Othars )
L2 Matworking :
& Harrchw e
& Chyster y Gangral Ophio Address Rovitmeg and Mail Aliagas Canotesal Mapping
i S WMot Mascuaraibng
22l MIDDUSES

Seaich

& Ve Module's Logs EJ# E]

B System Infoomistian irual Darraine Transpor Mapping Ralocated Mapping Hzadar Checks

S Sefash Modules &
O “s -- v &

General Resource
Contool

SMTP Server Optiony  SWTP Client Options-.  SMTP Authenticaton SMTP Chem
Fatis| Enr.l',,l'.du:ﬂl Rasirichans

i 7

Dielrary ratas Dietwigameg féatures Eener Procesass Med Queos

0 mes=sages

& o 9w

Configurstian CTheck User Nzibaxes Edit Corfig Files

@ Chck this butien 1o stop the running Postiin mail server. This will siop mail fram
L being defavered 10 local usars from other systems. and prewent clients using this
systam as a mail senr rom-sandng mail

hibtps:/182 268,11 411 0000/ st general.cgi 10z168134L10000° [ off B5 20

Click 'General Options'.




(I T B [ ey

| Wb 1450 0o e [l

T Pt General Options
m Syprism
B S et il ienemiopaces ___________________________________________________|
Spaiha Velaee What domaln fo uen In cothimed msil T dseApsmiame D Use domancame @ jemeineme
Wl Dababase Lenwr s
| P kel S WWhat doemaiir e recthie sail for sl marhna sitns dzman ®  anmam com cpaneo, lesthed s dnran nesbesi
Reao Lz Wal Whnt tmuhls i mpint s prabmasiar & ekl
S5 Brrenr
D thes
0 hetwzriag weend niggaing mall wa hoar o Julew gieibd @ (Yoo uiacingEMT AN 1EevaHEw
g :_:'j‘;\w Addrase thad Focolcs Bas of cach MeNEEE @ Mons 05 .
B Gy gsid odaes Timszant nn sanlling rasjuvisis TS Tinlanit dusbann syps hesa
Saanin . Detaul messaps delbaeny wanepam qnlza Sonder address Yoo boancs mall thuzlibs bz
o v Masders Loga Banulvan ol ssbalin lusaly lsbowe thi s adin 1 ] Blossss ul gesus dins 2plil oo silalio deened coter
¥ Exvangm |7ktralian Max nusbar of Beosived . hoaters E] time in hours hedoee sending a waming for no deltvary & Digasied O
= Rofesh Wodo ks Feetwar b imleriatis b socaining mail CIT |
Logat Il Simis wrhisr istmrmnl 107 clisnt discnnece <, Tirnwnut fror 10 om iniwimnd cnmes channsis e
Rail sysoem name el W2l cwmar pasln
Oificiul il apabom vesvize it
1irvies b3 Wl Ior R enpulen tnauest 100s Waw rarvics mnuesre handlad hehare axHing e
Tineime Besnosa of Ths mail #eem el parsidac by aymaml ¥ nmsnsm:
Lnenl infarrat dnmain nnme B Cofsul jpemeded by syshem D
Lotal nooseorhy ml sllmzzel nslssie
Atuins: el witwink
Send premmasicr nodue on boanos m.., W Dufsut Serd posimasicr notke o Bounce 1. O oo R
Sl poslinoabe iolice oty .. o eim Sinad puslmastin (0T oo . B gt £
Riail nusae dimcinng _-.-n-_-:p:-:\'l,-mﬂ
Lock fle dir, relative 12 quess dir l SCRAraNor S0 Mames ¢ addiess Samnsks
Dbzl smapping honknp lebiue B Uekzu eabied) ¥
Lesablc krmel fa lock on malhaokes ™ Vi ® M Waw dme i sond & migger @ a Sremon Il
Ernnoll vesitun [l B ypps 0
S ne Aopy
4 Aelum =z Puatin rziocstm
Lve

AN o 53

Sorry about the poor quality screenshot. Only several changes need to be
made here (circled in red), which are all detailed directly below.

1) In 'Send outgoing mail via host', type your outgoing smtp mail server
here (this should be given by your internet service provider).

2) In 'Local networks', toggle on 'Default'.

3) In 'Automatic local networks', choose 'Local machine only"'.

4) Click the 'Save and Apply' button.




il i Search Decs
O Webmin Moduls Carfig Postfix Mail E‘;Eerver

| Eyatem Postfix version 2 5 1

3 Saners

@ [hars SLA :

1 Networking P = g @

3 Hardwars .

@ Clusiar Genesal Options Address Reveriting and M=l ﬁi!iii% Cananiczl Mapping

bl
B Urused Moduzs Py
Search

&% View Module's | e ‘5? EI

tn- System Informiation Vidual Domans Transpart Mappng Halocated Mapping Headar Checks
=1 Rafreah Mpodilaa

a v B

By Checka BEC Mapping | ocal Dty Ganeral Regouics
Contrnl

2 & & @

SNTP Sener Options SMTP Client Options.  SMTP Authanticztan SMTP Cliant
Ard Encryption Restnictions

[ I—N i

Dielmvary rates Dabugging features Eerer Frocesses Mail Qusus

¢

Configuratson Chack Usat Mailboxas Edit Config Files

ITE“' Click this button to stop the munning Postix mai ssrver This will stop msid fom
Siop Poaff being daliverad to.local users fom other syslems, and pravent clients uzing thiz
syatem g5 @ mall serer fom sending mail

1921681300000 § BEE ST

ittps://102. 1681 210000 pesthies ahases. g

Click 'Mail Aliases'.



8 Webrmin 1450 on openen |Ubuntu Linx 5,641 - Mo
Fis Edit View Higtoey Delicous Took Help

W Webmin 1.450 on openemr U, x|

Login: cpensmr odula | . ;

@ Webmin o Mail Aliases
(3 Syatam /

@ Serers Waming

ﬁI.III Othais ® when the first field i1s not empty, the defeult Postic aliases-generstion commend is usad to build |
13 Networking up the comeaponding databases

[ Hardware ® gigg the Bendmad campsfibility command "newahases™ is'used, this will use the second fald's

@ Clustar catabsass

e mses Oiptions

Alin= databases used féa mep set

by the local delivery

£ Yiaw Module's Logs e

. Nty Apeiie s

W System Infarmaticn hash.ete/abases
= Ralrash Modulas Alins databases tuill Mo mep set

@ Lot by "newaliases™

& fiicat
i iR ap speciications

hashielc/akases

Save and Apply

Select all. | Inven selection. | Traate a new alias

7] ront Adidress oprnemr
Select all i salectan | Create o new alins

| Delete Selected Aliases |

| Edil Map Mumlrni Click this batton to manually edit-1ha files from which this map s built-

- Ralium o Postfix configurstinn

| bty 191 168014220000 postinsecht_ahas.egiinam=0

Click 'root'.

J -r_i‘.,J.,-,.-j.j,.,l.I,:_J,,.-r,“'.,-:':- 3N ORI ii 1y Linu 8.04.7)
| Eile Edit View ‘Higtory Delicious Tools Help
W Webmin 1.450 on openemr (Uba,.. =

Login it " : &

ﬂ';lwe':i“ Modula Indax Edit A] ias

“ System

& Dthers Description
& Networking Addross

9 Herdwars

root

I Clustar Ensbied? @ es O Ho 2 —— -
B Unuzed Modules Alias to Emaladdress = §PulYour Email Address Hare

Search Alins to <Mone> - iy

4 Vigw Modute's Logs Save . | Dalete
¥ Sys1em information
& Refresh Modiles 4 Retum to Postfix corfiguration

w Lovgin

Done 192168 1241:00000 3 o B3 0

This is where you can direct all the administrative messages created by




your appliance to your email address. Enter your email address in the
field circled in red. Then click 'Save'.

T — ———r
'9_.».--' G X & ﬂ & s 7130 060104140000

| % Webmin L450 oo cpenems {Ubu..

Lagin: apaneme Meduts Indax

15 Webrin Halp Mail Aliases

Waming

® when tha first fiald is not emply. the dafsul Pastin sfizses-gensmtion command is usadts buid ap 1he
comgspondng databases
® plsa the Sendmail compalibhty commend “reseligses” 13 used, this wi use lhe second fielf's detabiases

5 Cluster

Seaikh Allas dotabases used by the & Mo map set

@ Map specifications
&5 inw Maduln's | nys kash fatc faliases

W System Information Alins dotbases buklt by ) fomap et

lecal delivery agent

S Rehesh Modules “mewalinses” commend @ Map apeciications

@ Lagour hasb:jatc/aliases
| Save and ool |
Seleet all. | livwent s2lection. | Creata a new &lias

Al From . Az b,
] seat Adddrass rredyiaparzy. con

Saleot all | Imen salection | Creats a3 new ghas
| Rolnte Selacied fm=os |

Emmww | Click this bution (o mamasly-edit the fles fomsdich-this mag = it

# (im0 Peatix u:“:lrrlu_qL,.'ar_lbth
0
o 197168.1141:10000 [} Wd B

It worked, click 'Return to Postfix Configuration' to restart Postfix.
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Login: openams
B Wabmin

Halp
Wodule Config

Postfix Mail Server

Postix wersion 2251

Search Docs-:

& syitem
B Seners
3 Networking
| = Haehwara
3 Cluster
B Un-ozed Mogilas
Saarch

—

Lanomcal Mapping

Hadder Checls

“

Ganeral Rezouwrce
Contrgl

X/

SMTF Clignt
Hoagtnctany

K

Gennial Giptions

2 ®

Aaddis Sowrilidg and dEil Ariisis

Masgueradig
Relocated Mapping

Vinual Domaing Transpan Mapping
Lozal Defvery

Bady Checks
SKMTP Suthentication

SKTP Senar Options
And Encryplion

i i

ralivery ratas Bl Queue

I

I View Module's Logs
% Syetam Information
& Refresh Mpdules
7] Logenn

SMTF Cligni Drphions

A

Dintnsgpging lesiuiis Semer Plocesses

Configuration Check Uiz Mailbaxes Edit Config Files

Click this bidton to-slop fhe running Postlix mail seres This will stop mad om baing
Irzred 10 local users fom other syalems, and prevent clenls uang this system ea
il sereer from sending mail

At bottom of page click 'Stop Postfix'.
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; Imas @ mail senesn

At bottom of page click 'Start Postfix'.
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W Webmin 1.450 on openemr (Ubu... x

Login: openemr
A Refresh Modules

& System

@ savers

@ Others

O Networking

@ Hardware

@ Cluster

M |in-used Modules
Search:

Checking for usable Webmin modules
. found 56 with installed applications, 48 not installed

A View Module's Logs
@ System Information
= Refresh Modules

W Logout

Done 192168.1.144:10000 . o 3

After done, then refresh browser (this will place a postfix link into Webmin's menu in the
'Servers' section).

4. You are now done. For the future you can now get to the postfix configuration menu in
Webmin in the 'Servers' section.

Backup (Automatic) Setup

Main TOC Link

1. Automatic backups are extremely important. There are numerous
strategies and tools to do this. You can back up the entire appliance
(turn it off first), you can use tools in Webmin, or you can use
scripts/tools in linux. There is no absolute right way to do it (many
administrators will employ more than one mechanism), but you have
to do it. Imagine the horror if you walked into your clinic one day,
and all of your data was gone. Considering the sensitivity of data, it
is also a good idea to consider encryption with some backup
schemes. The things that need to be backed up in the OpenEMR
3.0.0 Appliance are the openemr MySQL database and the openemr
web directory.



2. The script provided will enable a daily backup of the openemr
database in the MySQL server and the OpenEMR web directory. The
script will place a non-encrypted backup in the local hard drive
secured /backup directory, and will also copy an encrypted backup to
a DVD. The DVD copy works via multi-session, so you basically just
need to leave one DVD in the DVD writer until it fills up. Do NOT use
RW DVD. This script will work and should be used with R only DVD's.
The output of the automated backup script will be emailed to the
person's email entered in above email server setup.

1. The local /backup directory will have to be manually cleaned up
occasionally. I'd recommend deleting old backup sub-directories
on a monthly basis or so. (of course, a script could be written for
this)

2. There is no restore script yet, will have to be done manually.

3. The MySQL database is gzipped and the OpenEMR web directory
is tarred and gzipped.

3. Configure file encryption package:
1. Enter below bolded instructions on command line (if prompted to
give password during the sudo command, then type in your user
password):

#Configure file encryption. If you want to be able to decrypt your
encrypted files you need to remember (case sensitive) the
passphrase that you type below. I'd also remember all the other
info you type below.

cd /home/openemr

sudo gpg --gen-key

-'ENTER' to default of 1 for key selection

-'ENTER' to default 2048 keysize bits

-'ENTER' to default '0' so key does not expires

-Type 'Y"' to confirm above

-Type your real full name

-Type your real email address

-Type 'openemr secure backup key'

-Type 'O' to confirm

-Type a very secure and long 'passphrase' (the longer your
passphrase is the more secure, go for at least 15 characters with
numbers, different cases, and strange characters)

#IMPORTANT!!! You NEED to backup the entire contents of
directory /home/openemr/.gnupg on the most indestructible
disk(s) you can find and then keep in a secure place. This
directory contains your secret key file, and without this you will
be unable to restore from your encrypted data backup!!! You
also need to remember your passphrase, or you won't be able
to restore your backed up data.



#The decrypt command, in case you need at some point:
#gpg -o OutputFilename -d InputFilename

4. Configure backup script and automate it:
1. Enter below bolded instructions on command line (if prompted to
give password during the sudo command, then type in your user
password):

#install the DVD burner software
sudo aptitude install dvd+rw-tools
-y to packages

#create a secure backup directory
sudo mkdir /backup

sudo chown root:root /backup
sudo chmod 700 /backup

#download and move the backup script to /root , secure it, and
allow execution

wget http://www.bradymd.com/fullbackup3.sh

sudo mv fullbackup3.sh /root

sudo chown root:root /root/fullbackup3.sh

sudo chmod 700 /root/fullbackup3.sh

#edit file /root/dailybackup3.sh:

sudo jed /root/fullbackup3.sh
#edit the below DVDDEVICE line to what the
#device for the DVD writer is. In the appliance (3.0.0)
#it should be '/dev/scd0'.
DVDDEVICE=/dev/scdO

#edit full name you entered above for encryption key:
YOURFULLNAME='Brady Miller"
TEXT EDITOR SAVE AND EXIT

#Automate script to cron for a daily run at 1:02 AM. WARNING:
This script needs to finish and start on the same day since it
plays around with file names using the date command.
Basically, don't start this script before midnight unless you are
sure it will finish before midnight. This is why I have it set for
1:02AM.

export EDITOR=/usr/bin/jed

sudo crontab -e

#paste below line at end of file (also ensure you add a new
line(enter key) after this line):

02 1 *** [root/fullbackup3.sh

TEXT EDITOR SAVE AND EXIT



Static IP Address Setup

Main TOC Link
1. These are instructions for setting up a static IP address for your
appliance using Webmin.

2. First, you should record the required IP addresses (example form
below). The 'Appliance IP Address' is going to be the IP address of
your appliance (within your network). The 'Subnet Mask' is
255.255.255.0 in most cases. The 'Broadcast IP Address' can be
calculated by comparing the 'Appliance IP Address' and the 'Subnet
Mask'. For example, if the 'Appliance IP Address'is 192.168.1.114
and the 'Subnet Mask' is 255.255.255.0, then the 'Broadcast IP
Address' is 192.168.1.255. There is also a Subnet calculator that can
calculate the 'Broadcast IP Address' at http://www.subnet-
calculator.com/ . The 'Gateway IP Address' is the IP address of your
gateway. The 'DNS server IP Address' entries are the IP addresses of
your DNS servers (the DNS server IP addresses are generally
supplied by your internet service providers, and there are usually two
of them).

Appliance IP Address:

Subnet Mask:

Broadcast IP Address:

Gateway IP Address:

DNS server IP Address:

DNS server IP Address:

3. Point a web browser outside your appliance to the Webmin link
reported in your appliance introduction screen.

(If you are getting a certificate security error, then first follow the instructions in
below appendix section 'Configuring client web browser for https' to configure
your web browser.)



http://www.subnet-calculator.com/
http://www.subnet-calculator.com/
http://www.subnet-calculator.com/

Ble gt Miew  Histary Deliciovs ‘Tools Help
| WA hitps://192.168.1.167:10000/ i

Login to Webmin

You must enter a usemame and password to
logen to the Webmin sener on
192.168.1.167

Username apensmr

Password  sssssssssss

1 Remamber login
permanently?

| Lag?u'|_]| Clear |

192.168.1.167:10000 4 o B4 1

Login.



ru,'fﬂ"‘:"‘l"'pi" 150 on openemr (Ubunibu
File Edit View Higtory Delicious Tools Help

& -c < o Rl B (e

| Limnex 8.

d | *RE=T

W Webmin 1.450 on openemr (Ubu... x|

Login. openemr

& webmin

@ system

Seners

Others

O Networkin

B Hardware

@ Cluster

@ Un-used Modules
Search:

A View Module's Logs
 System Information
= Refresh Modules
@ Logout

€§ webmin

openamr
hnﬂnuma pe

Operating

system Ubumtu Linux 8.04 2
Webmin
Version
Time on
system
Kernal
and CPU
System
uptime
CPU load
averages

Real
memory

1450

Sat Feb 28 09:33:21 2009

Linux 2 6.24-23-serer on (686

8 hours. B nunutas

0.16 {1 min) 0.03 (5 mins) 0.07 (15 mins)

503.36 MB total, 104 .82 MB used

Virtual
memory 1.44 GB total, B8 kB used

Local
disk

space

T7.94 GB 1otal, 5.35 GB used

Click 'Networking'.

192.168.1.167:10000 [} & E3




—
| Webmin 1450 on aparemt (Uburts Lo

File Egn diew Hitory Desciovs Toois Eelp
8 - c o BB Odvnnsoe
W Wel

in 1458 on of Wb, = |

Logn. openeme

= & webmin

Systam
Bandwadth Manitoneg hoatname
Limune Firewall Dperating
MIE Clhert and Sarer Gyaem

Metwnirk Configusation Webmin 1450
TEP Wrappers varsion ’

openaml

Uit Lirngs B.04 2

3 Harrhware Time on
@ cluster systam
1 aEad Madiules Roarmmal amncd

Search Cru
Systam uptime 2 bours, 25 minules

s Vi Madule's Logs CFU load 080 (1 min} 060 (5 méns} 0 00 (15 mins)

. ytanr o i :IWTE“ 503 36 MO 1otal, 84.20 NB usad
G fokost Modkiles gal memory 501 ot : use

@ | ogout Viruial
mEmery

Mon Mar 2 14:23:18 2003

Limi 2 6.24-23-sénver an i666

144 GB total, O-bytes used

Local disk

space TT 534 GB total, 5.35 G5 usad

etpe 7216011320000 et 1721601310000 [ WA B3 =

Click 'Network Configuration'.




. Webmin 1450 on openemr (Ubuntu Linux 8.04.2) - Mozilla Fis
| Ele Edit View Higtory Delicious Tools Help

g;‘wr C x & pl B A nesnnisonzaomy o - | GGt

| W Webmin 1450 on openemr (Ubw...

Login opaenami Madula

i Cots Network Configuration 5"
3 system |
2 Senvers
@ Others
& Networking

Bandwidth Monitoring letworX %y Routingand  Hostname and Huast

Linux Firawall Interfaces Gateways DNS Client Addresses

i_ Apply Configuration | Click this button to activate the current
boot-time interface and routing settings. as
& Hardware they normally would be afier a reboot

@ Cluster Warning - this may miaks yaur system

B Un-ussd Modules Inzccessible via the network. and cut off

Search access o Webmin
d‘-?-'i. View Module's Logs
1) System Information
B Refrash Modules
@ Logout

hittpsy//172.16,0113:10000/ net/list_ifcs.cai?mode=active

Click 'Network Interfaces'.



I Webrman 1450 on Speneny lUbunk Lo 007, Vool Frts
Eie feit View Hitory Delicious Jpols Help
GB_'" C X & & W] hitps:/17216.0.113:00000¢

!- W Webmin 1.45%0 on openemr (Ubu... = |

L nEmy

it , Network Interfaces
@ &

@ s:m Active Mow  Activated at Bo

@ Others Interfaces stad in this tabie are o Iy active an the system [n most cases you
, should edit them under the Activateciat Boot tab.
& Networking

Bandwidth Monttanng Salact all. | Inver selection. | Add a naw Inlerfsce.

:‘ILEM*:;':E";:::;;:E F1 eth0 Ethemet  172.16.0.113 255255 2550 Up

TCP Wrappers Ethermat fed - 20c 257 felb:4b3F04 Up
B Hardware [ la Loopback 127.0.0.1 255000 Up
Cluster Loopback = : 128 Up
B Unased Modilss Selact gl | livert selection | Add 5 rew intadacs

Search . De-Actvate Selected Interfaces |

& View Module's lL.ogs
™ Systam Infarmstion
S Refresh Modules
@ Logout

& Retumn to network configuration

hitpss/ 172 16011310000/ net/Tist_fos.cqilmode=active 17236011330000 O o BR =

Click the 'Activated at Boot' tab.

| Eile- Edit Yeww Higtery Reficious- Tools Help
W C x o pl & W retps172 06 020390000

% Welhmin 1.450 on openemr (Uba... =

Logn: opengmd Madits Index

B Wabein Network Interfaces
3 system
B Senars
E Cthers
] NE!'A‘U‘I’FU-HQ Saleid all | Inved selection |."\d|:| i Pigw irledace

Bandwidth Mantanng i Activate ot
Linuz, Firswall i cotthon el Ie?

HIS Client and Sareer s r.|-..:k Efharnsl From OHZP Aulomatic Yas

Avive Now  Activaied st Boot
Inledaces listed in this bable will be sciraled when the system bools up and will gerersly be-acine npw b

Hetwork Configuration [iz Laonphach Automatic Autormatic Yaz
(]
TCR Wrapgers Salect 2! et selection | Add & new interfaca.
5 Mardwars

B ki | Delete Seiecled interfaces | | Dedste snd Apply Selected intefares | Apply Selected intedaces |
B Lnaued Madulea
Eszarch:

& Halum 1o networ canherahon

.&. Wi Modile's Lags

"?-' Sysiam Infoermabion
S Rafresh Modules
@ Logaen

| I = cegiti [ |,
TG0 11T 0000 met/ edit_bifccgifiche1 132 16 8 11310000 3



Click 'eth0".

% Wrbrnin 1450 on opererer (bt Ui A4S o=t Fireic s
| ElltEfﬁ'l aww - Higtery  Reficinus. Taolks Help .
g - €@ X & § ) betrvar2ae 0ar30000 b~ | iG] soogie ]

3 Webmin 1450 on openemr (Uba... =

Logn: openems Iadils Indax

Wi Edit Bootup Interface

@ Sygtem '
B Saners Boot Time Interfoce Painmeters
= Cihers =zhi Activate at B Ves 0 Mo
3 Metworking boar?
Bandwidth Mantanng & From DHCP Virtual 0 {Add virual
Linux Firswall - Intorlanes inturfaca)
HIS Client snd Sarver k rnrrl PRI
Hetwork Cardiguration = Siatc e
TEP Wrapiers conligurstion Address
i Hardvara hol i
Ef Clusior Droadoast
B Unomed Moduls
Search:

[ Save || DelstesndApply | | Deles=. |

i e Module's Logs
"}'.' Svsiam Infermabon

| 2 Refresh Modules
@ Legaurd

& Fstum 1o natwork interfEces

| Dane 17216.011210000 1} wA L3 "
1) Toggle on 'Static configuration'.
2) Enter 'Appliance IP Address' into 'IP Address' field.
3) Enter 'Subnet Mask' into 'Netmask' field.

4) Enter 'Broadcast IP Address' into 'Broadcast' field.
5) Click 'Save'.
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3) Click 'Save'.
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Click 'System Information'.

4. Then reboot the appliance per the instructions found in the 'Reboot
or Shutdown Appliance' section.

Change Clock

Main TOC Link

1. These are instructions on changing the time in your appliance using
Webmin.

2. Point a web browser outside your appliance to the Webmin link
reported in your appliance introduction screen.

(If you are getting a certificate security error, then first follow the instructions in
below appendix section 'Configuring client web browser for https' to configure
your web browser.)
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Set the time and timezone of your appliance here. Do NOT set up a 'time
server sync'; this will screw up your appliance.

Change Appliance Password

Main TOC Link
1. These are instructions for changing the password to the 'openemr"
user in your appliance using Webmin. This is important to secure
your appliance. It will effectively change the 'openemr' user
password for logging into Webmin, logging into your appliance's
commandline, and to confirm usage of the 'sudo' command.

2. Point a web browser outside your appliance to the Webmin link
reported in your appliance introduction screen.

(If you are getting a certificate security error, then first follow the instructions in
below appendix section 'Configuring client web browser for https' to configure
your web browser.)
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Scheduled Commands Mon Mar 2 63 17 31 3009

st
Schadulad Cron Jobs Kermnel and
Saftware Pachkages cCPU
Systemn Documantation CPU load
System Logs averages

__ Users and Groups Heal memory 50336 ME tolal, 63,07 ME used

O Sarvers

H Others Wirtuasl

& Metwarking Treepony

3 Harelveara

I3 Cluster

& Un-usea Modules

Saaich

Dane 1920681 141:10000 ) WS BT

bty Limed 8.04 2

Liniix 2.6 24-2 3 sarver on 1686

0.00 (% min} 007 {5 muns] 004 (15 muns)

144 GB total, 0 ytes used

Local disk

space 7 84 G5 fatal, 535 G ysad

Click 'Change Passwords'.



|' | Webmin 1450 on cpener lUbun T
EI! Eﬂ'ﬂ .'&Hn' Higtory - Deficsous Im Help

@ - ¢ x o BB Clwssinm

| W Wehmin 1.450 on openemr (b

Login apenem i Kledil ek
& Webmin e Change Passwords

E System
Bagtup and Shutdow Select a user to change his or her password
Chiange Pazswords dasman bin
Dizk and Metwork a3 man
Filesysiems MEwS duep
Filesysiam Hackup hackup fise
Log File Ratation neboy ekt
MIME Type Programs il a
FakM Authenbicat:on - od mys
Running Processes 3 apeTam
Scheduled Commands
Sehadulad Gron Jobs W
Saftware Packages
Systemn Documantation
Syslem Logs
Uszars gnd Groups

I Sarvers

& Others

3 Natwarking

3 Hardwara

3 Cluster

B ln-uzed Madules

Search -

httpe/ 921681 1411 0000/ passwdedit_passwol cgifuser=openams 1921681 34110000 ) of B T

Click 'openemr’.

Et Edit !iru.- H@w Deficious - Toels Help
|| W Webmin 1.450 on openemr (Ubuw.. =

Lagin: openess = Module indas
B Webrmin Change Password

E system
Bootizp and Shitdown (Changing Unix usor password
Chenge Fasswords Changing password for openany (Openemr Appliance, |
sk and Metwork New password
Filesystams
Filesystem Backup
Log Filz Rotation
MIME Type Frograms
PARM Authertication

Running Procesaes Change
Sehedulad Commands =
Scheduled Cron Jobs & Retum 1o ber lis

Soltware Packages
Systemn Documentation
System Logs
Users and Groups
@ Senmrs
B Others
Done 192 1681.141:10000 5 of B2

New password (again)

[El Farce usst to change password at next logn?
[ Chapge password in other modules?

Type and confirm new password, then click 'change’



Reboot or Shutdown Appliance

Main TOC Link
1. These are instructions on how to shutdown or restart your appliance

using Webmin.

2. Point a web browser outside your appliance to the Webmin link
reported in your appliance introduction screen.

(If you are getting a certificate security error, then first follow the instructions in
below appendix section 'Configuring client web browser for https' to configure

your web browser.)

fe Edit Miew History Delicious Tools Help
W hittps:/f192.168.1.167:10000f x|

You mist enfer a usemame and password to
Iogen to the Webmin servar on
192.108.1.167

Username  gpenemr

Password  sessssesssss

1 Remamber login
petmanently?

| Login | [ Clear |

1921681.167:10000 3 A EH 1|




brrn 1450 an e BT
Edit Miew Higtory Deficious Tools Heip
% W Webmin LA50 on openemr (Ubu... x | | OpenEMA 283 Appliance Manusl

Login: openemr

15 Watsmen -
@ sy weomin
@ 3anm
@ Others
& Metwarking System
B : ame  OPENEME
Cluster Operating |\ | inuoc 8.04.2
Un-itaed Monulay syste
Eearch Webmin

: 1450
Wersion

A% View Module's Loge Time o0 pyen Ktar 2 02:37:20 2008

2 system
System Infammation Kernal and

= Refresh Madules CPu Linux 2 6 24-23-server an 636

@ Lot Syslem
uptime
CPU load
averages

Heal
MEmory

2 hours, 0 minutas
0.00 1 min} 0.00 (5 mins) 0.00 (15 mins)

503:36 MEB tedal, 387 MB used

Virtual

144 58 totel O bytes used
memory

Local disk

space T7 94 GB total, 535 G used

1921681 14100000 ) off B3 =

Click 'System'.



= TRk g 1 R | [y

Tool: Help

= v Webmin LASD on openemr (Ubw,.. = LWMWM

Boolup snd Shutdas
Change Passwords
[ksk and Matwork

Filasystoms
Filesystam Gackup
Log File Rolaticn
MIME Type Programs
Pal Authantecation
Rusmang Processes
Scheduled Commands
Schaduled Cron Jobs
Software Packages
Systemn Documentabion
System Logs
Users and Groups

Bl Seners

A others

O Neswarking

13 Hardware

B Chuster

B Un.used Modules

Search

A iew Module's Logs
_hﬁ i e Lk .

& webmin

System
hosiname
Operating

system Ubartu Dinuec .04 2
Webmin
wersion
Time on
Eystem
Kemeal and
CPU

opensme

1450
Mon Mar 2 02:37-20 2005
Linux 2.6 24-23-server an IGER

System ;
uptine 2 hours, 0 mimutes

CPU load
averagea
Heal
memory

Q.00 (1 min} 0.00 (5 mina ) 0.00 {15 mins)

50338 ME tetal. 73.87 MB used

Virtual

memory 1.44 GH total, 0 byles used

Local disk
space

7794 GB total, 535 GB used

Done

Click 'Bootup and Shutdown'.




brrn 1450 o openems [Ubunts Logr LA T, - Wozia [ reiy
| Fide Edit e-u History Deficious- Tools Help
1EE i £ 3 W Webmin LAS0 on openemr (Ubu,.. = | OpenEMR 283 Applance Manusl =
== e SyETggE——————————————
Login: openemr e Ko fmit sznpt fof wdey Check the package is still installed

I [IF]
S Wabmin & doke -k
- E . Init-3cnipt to finish up udev Check the package j3-stil
- wiev-En B
& Systam st St s installed

i start firewall

-

Change Passwords
Lksk and Metwork Filesystams
Filesystam Backup I umizrintrfa: sh Mo

Log File Hotat Vo
og File H lon A " L 5
MINIE Type Frogeams et o Maurit the root filesystem read-only

PAIM Authentication wrandom Mo Sava and restore random sead between restars.

L umuuntls Ho
Also unmaounts all virtual Glesystems. (poc, davs

Running Proceeses | vmware-tools Yes IManages the serdces needed to run Vidware Tools
Scheduled Commands valtridn s Mo Metwark fite systems are mournted in the background
Scheduled Cron Jobs = When

Sofiware Packsges [ webwmm Yes Stad/stop Webmin

Syat=m Documentation = wpa-ifupdown Mo Fun fidown on interfaces authemticated via

System Logs Creato @ new bootup and shutdawn sction

Uzasrs and Groups I 1 ;

. Staf | Stop || Restart StariOnBoot  Dissbie OnBost | | StartNow and On
U sensers — S — —— e - ——
15 Orthers
& Natworking Change fo funlevel | 7 - Click this button to swich your system from the current
O Hardware - runlevel to the selacted ons. Thig will cause all the actions an
thi currant level 1o be stopped. and then all the actions in the

(5}
Cluster new runievat ta be staned

B | jnsised Modilas

&t Rebool System Chek on this button to immediataly rebool the systam. Al

currenthy logged in users will be disconnected and &ll ssnices
— wll be re-starled
4 View Module's Logs | Shitedowm Systam | Chek on this button to immediately shutdown the system Al
3 Syslam |nformation B ——— sernces will be stopped. all users disconnected and the
S Refrash Modules giystem pawered off (il your hardware supports it)

'@' Lipoist

1921681 14100000 2 o B9 ' |

Scroll to bottom of page. To reboot your appliance, click the 'Reboot
System' button. To shutdown your appliance, click the 'Shutdown System'
button. You will be asked to confirm this on the next screen.

Desktop Installation

Main TOC Link
1. This is for those wimps whom are having difficulty with
administration of the appliance via commandline and/or Webmin.
These are instructions to install the KDE desktop (includes all the
thrills such as OpenOffice etc.) on your appliance. This will increase
the size of your appliance by 1.6 GB.

2. Enter below bolded instructions on command line (if prompted to
give password during the sudo command, then type in your user
password):

#install kubuntu desktop
sudo apt-get install kubuntu-desktop



-enter Y to continue

-(this will take awhile)

#install the x-windows manager and start it
sudo apt-get install gdm

-enter Y to continue

-enter 'ok’

-select 'kdm'

#restart computer (will now boot into the KDE desktop)
sudo shutdown -r now

Instructions for Building the OpenEMR
Appliance

Main TOC Link

Instructions for Building the OpenEMR Appliance
Chapter Index

Instructions for Building the OpenEMR APPLIANCE.......cuvviieeeureieeeeireee ettt a e 59
SOTEWATE. ...ttt e e e e e ettt e e e e e e e eaaaataeeeeeeessennsaaeeeeeeneees 59
Install the Ubuntu 8.04 Server Virtual COMPULET..........cccveeeeecvreeeeeiireeeeeeieeeeeeereeeeeeeeeenn 60
Configure PHP and Apache (With SSL).......ooiiiiiiiiiiieiieeeeee e 91
Install OPENEMR 3.0.1.uuiiiieiiiieeeeieeee et ere e e et eeeearaaaaaaee e 92
Install and Configure Webmin..........cocouiiieiiieiiiieeeiieeeiie et 103
Configure FIr@WALL.........cooovviiiiiiiie et e et e et e e e eeareeeeeeaaaes 107
Finishing Touches On APPHANCE........cccueeeiuiieeiiieeiieeeiieeeiee et e ertee e e eeare e e e eeeenes 118
Upgrading t0 OpenEMR 3.1.0....c..cciiiiiiiiiiieiieeieeiee ettt s 130
Upgrade Database t0 UTE-8...........coooiiiiiiiiiiiiieeeeeeiteeeeee ettt 135
Upgrading t0 OpenEMR 3.2.0.......ccciiiiiiiiiieiieeiieite ettt ettt seae b e senee s 136
Upgrading WEDIMIN.......cccuiiiiiiiieiiieeciieeeiee et e eeieeesitee e e e eaaeeetaeeesteeessneeessseeennseeennneneas 136
Upgrade Language Translation Tables (3.2.0).....c...cocvveviuirieiiieeeiieeeeee e 137
Upgrading to OpeNnEMR 4.0.0.......uuuiiiiiiiiiiiiiieeeeee et ee e 145
Secure the New Documents DIT@CLOTY........eeeeeuveeeeeiireeeeeeireeeeeeireeeeeeirreeeeeeeeeeeeeeeeeeeenns 146
Install 8 4.0.0 PatCh......oooceveeieiiiie e s 146
Upgrade Language Translation Tables (4.0.0).........oeeeeeviieeeiieeeeeeeieee e 147
Software

Main TOC Link

Chapter Index Link
1. Ubuntu Server Edition (8.04)



2. Apache (2.2.8), MySQL (5.0.51a), and PHP (5.2.4)
3. Webmin (1.470 and 1.500)
4. OpenEMR (3.0.1 and 3.1.0 and 3.2.0 and 4.0.0)

Install the Ubuntu 8.04 Server Virtual Computer

Main TOC Link

Chapter Index Link
1. You can use either VMware Workstation or VMware Server to build

the Ubuntu 8.04 Server Appliance.
2. Download Ubuntu Server Edition 8.04 installation ISO file from

http://www.ubuntu.com/getubuntu/download .
3. Ubuntu Server Edition 8.04 Appliance Installation with Vmware

Workstation version 6.5:

: Fi Team Windows Help
RN PG ook DEeeDEE @ o

sevs > [Come -

[P vvered On)

5 @ Favorites VMware Workstation

Viware Workstaton allows multiple standerd coerating systems and ther applications o
run with high performance in seqse and franspariable virtua machines, Each virtual
machine g equivalant to a PC with & unigue network address and ful complement of
hardware dhoices.

_:.I
g
Chek this button o create a new virtual machine., You then can install
and run & vanety of standard operating systems in the virtual machme,
Mew Virtus
Machins

al -
i‘D 1 Chck this button to oreate a new team. You then can add several virlual
DF] machines and connect them with private team LAN segments.

[ew Team

e Fy Click this button o browse for virtual machines ar teams and to select
- ane to dsplay in this panel. You then can interact with the guest
I__L;-/ operating system within this display a5 you would a standard PC.
Cpen Exigting

WV or Team

Click 'New Virtual Machine'.


http://www.ubuntu.com/getubuntu/download

=
-

—

Welcome to the New Virtual
Machine Wizard

What type of configuration do you want?

i@ Typical {recommended);

Create a Workstation &, 5 virtual machine
in a few easy steps.

71 Custom {advanced)

Create a virtual machine with advanced
options, such as & SCSI adapter type,
VMWH re virtual disk type and compatibility with

. older YMware products,
Workstation 6.5

Help | <gack | [ Mext> | [ cancel

Select 'Typical’, then Click 'Next'.

Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating
gystem. How will yvou install the guest operating system?

Install from:
(9 Installer disc:

| L DvD R Drive (E2) -|

@ Installer disc imagg'ﬁle (iso):
C:WUsersibradyiDesktop\ubuntu-8,04. 2-server4336.is %

,jf..l Ubuntu Server detected.

7 Dwill install the operating system later
The virtual machine will be created with & blank hard disk.

[ e | [ <Back || Mest> |[ cancel |

Browse and select ubuntu-8.04.2-server-i386.iso file, then click 'Next'.




Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name
OpenEMR -3-0-0-appliance-1
Location

C:\Wserzibrady \DesktopOpenEMR-3-0-0-appliance-1| Browse...
The default location can be changed at Edit > Preferences,

[_ < Back ]f Mext = ]l Cancel I

Type in name of appliance and location to save it to, then click 'Next'. I
typed OpenEMR-3-0-1-appliance-1.

Specify Disk Capacity
Haow large do you want this disk to be?

The wvirtual machine's hard dizk i= stored a= one or more files on the host
computer's physical disk. These file(s) start small and become larger as vou
add applications, files, and data to your virtual machine.

Maximum disk size (GB): 80.0 =

Recommended size for Ubuntu: 8 GB

(7 Store virtual disk as & single file

i@ Split virtual disk.into 2 GB filesi

Splithng the disk makes it easier to move the virtual machine to another
computer.

E Pocket ACE size calculator

Help [ < Back H Mext > H Cancel ]

Set maximum disk size to 80GB, select 'Split virtual disk into 2GB files’,




then click 'Next'.

Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing Ubuntu,

The virtual machine will be created with the following settings:

Wersion: Workstation 8.5 -
Operating Syst.. Ubuntu

Hard Drisk: 80 GB, Split |"_
Memory: 512 MB 3
Metwork Adapt... MNAT ‘
Other Devices:  CD/DVD, Floppy, USB Controller, Sound Card

e T 1] 2 b

EﬂgmtouﬂzeHardware. .

[¥] Eﬁwet on this virtual machine after creation

e ) o ) [

Click 'Customize Hardware...'.



Device Summary
. @ Memory S12MB

(%)New CD/OVD (IDE) Using file C:\Us...
H Floppy Auto detect

¥ twork Adap NAT

& USE Controller Present

& sound Card Auto detact
Boisplay Auto detect
| & Processors 1

[t [ emove

Memary

Specify the amount of memory allocated to this virtual
machine. The memory size must be a multiple of 4 MB.

Memory for this virtual machine:
) 512 |5 M8
£ A 5976
&y Guest 05 recommended minimum; &4 MB
& Recommended memary; 312 MB

A Maimum recommended memary; 2838 mMe
(Memary swapping may occur beyond this size)

Click 'Network Adapter'.



@ Bridoed: Connected directly to the physical network

[V Replicate physical network connecton state!

i1 NAT: Used to share the host's IP address

" Host-orly: & private network shared with the host

Device Summary | 7 i 4

| Connectes
& Memory S12M8 [#] Cannect at power on
(= }New CD/VD (IDE) Using file C:\Us...
H Floppy Auto detect Network connection
¥siNetwork Adapter NAT
& USE Contraller Present
&) sound Card Auto detect
Boisplay Auto detect
% Processors i

) Custom: Spedific virtal network
[ Mneto (defzult Bndged)
l  Add... l [ Remove J

|  ox

| [ Concal || Hep

1

Select 'Bridged: Connected directly to the physical network' and check

'‘Replicate physical network connection state’, then click 'OK'.

A AL 1 P okt et o B
- [P Pylgd

Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing Ubuntu,

The virtual machine will be created with the following settings:

Cperating Syst..  Ubuntu

Hard Disk: 80 GEB, Split
Memory: 512 MEB
e ] T -

-~

Mame: OpenEMR-3-0-0-appliance-1 ias
Location: ChUserstbradyhDesktopt OpenEMR-3-0-0-appliance,
Version: Workstation 6.5

L:.gttstcm'm Hardware. .. §

Power on this virtual machine after creation

| <Back || Fish || cancel




Click 'Finish'.

File Edit Wiew WM Team Windows Help
@werse ok Oeo-0DEE| 36
o x RS orereie 50t soriorce- -

B Powered On
& @ Favoiites OpenEME-3-0-0-appliance-1
& OpenEMI|  State Ammered aff
Glaest O5: ubunty
Lncation: T torad Dk ing \Op=nEMA - 3-0-0-spplian oe- 1O penEMR -3-0-0-applance - 1w
Verson: Workstaton 6.5 virua madhine

tommands | Devices || options

B Povenron this wrhusl macin [ ——— a1z mm

H;'.I Edbit wirhual machne s=thnos el Hard Disk (5CSh BOGR

:) COUTWVD (TDE) Lkimg file Crylizers\ brady Desitop' whuntu-8.048 2 -server- 38
H Floppy Suto detect

8 hetw ek Adapter  Bridged

ﬁIJ'EE Cantroller Present

) Scund Card Ak detect

B Display Auto detect

¥ Processors 1

m Enable ACF feahres (Yihats ACES)

Notes

Type e 1o enter rotes for this virtua madne,

Click '"Power on this virtual machine'.



{2 CpenEMR-3-0-0-apphance 1 - Viware Wolkiaion

File Edit View
| w m[Pe
Sidebar L3
# Powered On
{5 OpenEMR

= @ Favortes
1 personals

T mySerees
B ryTorren
-4 OpenEMEB

= Chck in the virtual soreen

|

a m L

¥YM  Team Windows Help

Ul s OpenEMR-3-0-0-appliance... -

Hebreaw

b gend ksyslrokes

Te direct input te this Y, chck ingide of press Cirl«G

Select language.

Lrstall Liburbu fie you would on a physical
computer. When you are done and the oparatng
system boots up, didk I Fnished Instaling.

Languagze

frabic Hindi Portugues
EEnapyckas Hrvatskd Fom@na
ErArapcin Hagyaral PHCCHNA
Bengali Bahaza Indonesis Samegillii
Bosanskl Italiano Flovencing
Catala BkE Slovenscina
Cestina Jofmymn shiip
Dansk ¥hmer Svenska
Deutsch L= s Tamil
Dzongkha Eurdl Thal
Ehinuien Lietuviskai Tagalog

Latviski TUrkpe
Esperanto HakeaoHCEN YepaiHoeka
E=paniol Halaugslam TiEng ViEt
Eestl Korsk bokmal Holot
Euzkaraz Nepali e fE )
suond Nederlands O EER)
Francais Norsk nunorsk
Galego Punjabi (Gurmukhi)
GLaratl Folskl

Portfugués do Brasil

i Frisned instaling | | Hel

W et T B

-+



-_...z..'l CpenEMR-3-0-0-appliance-1 - Y ware Wo

File Edit View VM Team Windows Help
wn[Te B Boas o=E
Sidebar X U 4 OpenEMR-3-0-0-appliance.

# Powered On
5\ DpenEMA

= & Favontes
5 personals

5 iy Serves
(R ryTorren

4 CpenEMR \ v i L o i .
® . | ™ i
e

Install Ubintu S¢

Lrstall Liburbu fie you would on a physical —— e —— -
computer. When you are done and the oparatng | £ Fitgned Enstaling | | Helo
system boots up, dids I Fnished Instaling

= Chck in the virtual soreen
b ssnd keyshiokes
v 1 "

To direct input to this Vi, chick inside or press Cirl-G | ?‘qﬂ -if;, ! (=

e

Select 'Install Ubuntu Server'.



| sume| sup pascoe

o .x 1‘1 Heorne
| D Powered On
5 DperEMR
= @ Favontes
) personals
{31 rmySerder
B myToren
5 OpenEMR

Instal Uburbus e you would on a physical
b= mﬁ;ﬂ:ng: computer. When you are done and the oparatng
o ' system boots up, dick I Finished Instaling.

Select language.



A A M VO e Wi e
el gl Da8g o
m’ _K & Horne
& [ Powered On

{54 OpenEMR
= & Favortes

) personals

(50 myServes

f.ﬁ. ryTorten

5 OpenEMR

Instal Uburbus e you would on a physical
i computer. When you are done and the oparatng
¢ [ " 9 beyshokne system boots up, dick I Finished Instaling.

Eci:k‘n e wirtual soreen

Select country.



{2 CpenEMR-3-0-0-apphance 1 - Viware Wolkiaion
File Edit View VM Team Windows Help
snle sl DEae D0l &3
Sidebar x . * ol (1) OpenEMR-3-0-0-appliance.. -
# Powered On

{5 OpenEMR
- & Favontes

1 personals
i My Serdes
B ryTorren
4 OpenEMRB
[} Ubuntiy installer main meng |
¥ou can try to have your keuboard lauout detected by pressing a
series of keus, If uou do not went to do this, you will be shle to
select your kewboard layout from a 1lst. :
betect keybosrd layoui?
<Bg Back> fvas))
T g L | Instal Ubuntu e you would on a physical
b= E{Lk ! u-"‘f?fll"."l STEEN | computer, When 'rllI:an are done and the oparatng | £ Fiotshed instaling | | Helo
il m ¥ e system boots up, dick I Finished Instaling.

Te direct input te this Y, chck ingide of press Cirl«G

W et ] TR |

Select 'Yes' to detect keyboard layout.



.. L':'penﬂ-i—ﬂ:E: pliance-1 - VMware Warkstation
File Edit View VM Team Windows Help
munle Golh Doae MEE &g
Sidebar x 8 ~ | () OpenEMR-3-0-0-appliance..

# Powered On
{5 OpenEMR

= & Favontes
1 personals
T mySerees
B ryTorren
4 OpenEMRB
| Uhunti instellsr main menu |
Plesse press one of these keus: p ppy U rn FuU vy ¥
Keycode 56 was not expected — lgnored.
No need to press Shift or othern modifier kews:
Waltlng 10 seconds ...
i oy | Instal Ubuntu e you would on a physical
bl E{"k ! _-"‘f j"“l'."l STEEN | omputer, When you are done and the operatng | £ Finished tnstaling | | Helo
q o - e bl system boots up, didk I Fnished Instaling.

Te direct input te this Y, chck ingide of press Cirl«G

e M T @
Go through bunch of screens like above to figure out keyboard.




"2 CpenEMR-3-0-0-appiiance 1 - Viware Workstation
Fidle Edit View VM Team Windows Help
snle sl DEae D0l &3
Sidebar a3 * ol (1) OpenEMR-3-0-0-appliance.. -
# Powered On

{5 OpenEMR
- & Favontes

1 personals
T mySerees
B ryTorren
4 OpenEMRB
1 [I1 Ubunty Installer maln mehu |
Keuboard ladout detectlon complete _
Hased on the keus uou pressed, uour kewboard layout appears to be
"us’, If this 1s not correct, uou can En back and select Your layout
from the full list instead.
<BO Back? EE
g o= | Instal Ubuntu e you would on a physical
bl E{"k ! _-"‘f TTII"."I STEEN | omputer, When you are done and the operatng | £ Finished tnstaling | | Helo
q o - e bl system boots up, didk I Fnished Instaling.

Te direct input te this Y, chck ingide of press Cirl«G

W et ] TR |

Select 'Continue’ if detected correct keyboard.



" CpenEMR-3-0-0-appiiance-1 - UNware Warkstatio

[ File Edit Wiew VM Team Windows Help
s e con Oeefnn@ &6

| soetar X [P ) Opentrin 3-0-0-appionce— [

| = B Powered On
| |j__l'- CpenEM|

| 3 & Favontss

[1] conflgure the metuori |
FPiease enter the hosiname ~F'ur' thiz sustem.

The hosteeme is-a sindle word that identifies your-sustem to the
network, If you don't know uhat your hostname should be, consult uour
retuork sdministrator. If you ars setting up your own Rome retuork,
You Tan make something up here,

Hostname :

¢Gn Backs

[retall Ubsinku ke you would on & physca ;
momputer. When wou are done ond the operabng | 4 Finished Instaling Fep |
system boots up, dide [ Finshed Instalng.

B Clide 1 thee virual soeen
~ to send keystrokeas

T ehirect input tothis VM, click inside or press Ctrl+G L g =1 Ei l-fu - M

Type 'openemr' for Hostname, and then 'Continue’.




_ CpenEMA-3-0-0-applance 1 - Yiware Worksiation
File Edit View VM Team Windows Help

® ufl)s
Sidebar L3
# Powered On
{5 OpenEMR

- @ Favortes
1 personals

L3 myServes

s Oaag n=EE @%

B ryTorren

4 OpenEMR {11 Cenftigure the clock
& ] -

select yode fime Zone:

Eastern |
Central
Hountain
Paciflc
Fildsks
Haua i1
Arizora

East Ifidisns
Samam

<Bo Backs

Irstal Liburbs e you would on a physical
computer. When you are done and the oparatng | £ Finished tnstaling | | Helo
system boots up, didk I Fnished Instaling.

e - T

= Chck in the virtual soreen
b gend ksyslrokes
il m L]

Te direct input te this Y, chck ingide of press Cirl«G

Select time zone, I chose 'Pacific'.



’_jﬂ DpanE.Ill.ﬂR-é—ﬂ-ﬂ-apEﬁan:e—.i.-WH e Warkstation
File Edit View VM Team Windows Help
mle Gaild DA mEE

Sidebar e {1} OpenEMR-3-0-0-appliance_.. -

# Powered On :
{5 OpenEMR

= @ Favortes
1 personals

8P

) mySerees
B ryTorren
-4 OpenEMEB

{ [} Partition disks |

The Installer can gulde wou through pactltlonlng a8 disk (using
different standsrd schemes) or, if you prefer, uou can de it
‘manally. With gutded partitioning you wlll still have & chance later
1o revley and customize ihe results,

If uou chopse guided partitioning for an entire-disk, you will next
be asked which disk should be used.

Partitioning method:

Guided - use entire disk and set up L%

Gulded - use entire disk and et up encrupted LYM
Manual

G0 Batky

Ok i e il seraen | Ll Lbunitu e you would on a physical ;
e L*ﬂu L_.““m:" " | computer, When you are done and the oparabng fFrished Instaling | | Heb
) m ¥ ey system hoots up, didk I Fnished Instaling,

Ter direct input te thas Y, chek ingide of press Crl«G

W et ] TR |

Select 'Guided - use entire disk'.
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i {1 Partlition disks |
Note that all data on the disk you selsct will be erased, but not
betore you have confirmed that uou really want ta make the changes.
‘Sglect disk to partition:
g o= | Instal Ubuntu e you would on a physical
) E{';L;;:;‘;}:;:‘*" computer. When 'rllI:an are done and the operatng | £ Finished tnstaling | | Helo
g o - Loy system boots up, didk I Fnished Instaling.

Te direct input to thas Y, chck ingide of press Curl«G

Select the highlighted disk.

W et ] TR |
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1 [13 Fartition disks |

If you contlnue, the changes llsted below wlll be uritten to the
disks. Dtheruise; gou will be sble to maks further changes manuallu.

HARNING: This wlil destroy ail data on gy partltlons dou have
removed &5 well az on the partitions that are going to be formatted,

The partltion tables n-F the following devices are changed:
SCsIs {0,0,0) (sda)

The following partitlons sre golng to be formatted:
partition #1 of SCSI3 (0,0,0) (sds) as extd
partition #5 of SC513 (i, 0,0) (sda) as swap
Write the changes to disks?

(G0 Back?

e e S Irstal Liburbs e you would on a physical ;
el L" r;.'i ‘f "TI;‘L"" " | computer. When you are done and the operatng i Finighed Instaling | | Helo
1l m ¥ e e system boots up, didc I Finishied Instaling.

Te direct input to thas Y, chck ingide of press Curl«G

Select 'Yes'.

W et T B
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1 [E] 52t iup usefs 8nd passopds |

# user account will be created for you to use instead of the root
account for non-administrative sctivities.

Please enter the real name of this user. This information will be
used for instance as default erigin for emalls sent by this user as
well as any prezram which dlsplaus or bses the user's real pame. Your
full name is s reasonable choice.

Full name for the new user:

sContinues

Instal Libunitu e you would on a physical ;
computer. When you are done and the oparatng i Finighed Instaling | | Helo
system boots up, didk I Fnished Instaling.

— Chck in the virtual soeen
b fend keyshrokes
il m L]

Te direct input te thas Y, chek ingide of press Crl«G

W et ] TR |

Type 'Openemr Appliance’, then 'Continue’.



"5 CpenEMR-3-0-0-appliance-1 - Vidware Workstation

File Edit View VM Team Windows Help
sale| oGl e Dl Ho
Sidebar a3 =l () OpenEMR-3-0-0-appliance .. -
# Powered On :
{5 OpenEMR
= & Favortes
1 personals

L3 myServes

B ryTorren
-4 OpenEMEB

1 [11] Set up uzers end pastuwords |

gselect 3 username for tha new account. Your flrst name s &
ressunable choice. The userpame should start with a lower-case

letter, which can be followed by any corbination of numbers and more
lower-case fetlers.

LUsepname for your account :

<Cort Tnues

<Go - Back:

Irstal Liburbs e you would on a physical
computer. When you are done and the oparatng | £ Finished tnstaling | | Helo
system boots up, didk I Fnished Instaling.

Pr=1=R TN

— Chck in the virtual soeen
b ssnd keyshiokes
il m L]

Te direct input te thas Y, chek ingide of press Crl«G

Type 'openemr’, then 'Continue’.
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i [111 Set up users and gassuords |
A good password will contain s mixture of letters. numbers and
punctuation and should be changed st regular intervals.
Choose & password for the new user:
R SR — e e
<o Back? iant inije)]
g o= | Instal Ubuntu e you would on a physical
bl E{"k ! _-"‘f TTII"."I STEEN | omputer, When you are done and the operatng | £ Finished tnstaling | | Helo
g o - e bl system boots up, didk I Fnished Instaling.
To direct input to this VM, click inside or press Curl-G e TG B

Choose a password. Iped 'openmrcool' for password, then 'Continue’.



| 2 CpenEMR-3-0-0-appliance 1 - Vidware Workstation
File Edit View VM Team Windows Help

snle soh DEae D0l &3
Sidebar a3 * ol (1) OpenEMR-3-0-0-appliance.. -

# Powered On

{5 OpenEMR
- & Favontes

1 personals
T mySerees
B ryTorren
4 OpenEMRB
i [111 Set up users and gassuords |
Please enter the same user password agaln to werifu you hawve tuped it
zorrectlu.
Re—enter passuord to verify:
<fn Backs <Cont inues
N P o | Instal Liburbus e you would on & physical
5 E{"k sl TTII"."I STEEN | computer, When you are done and the operatng | EFrished instaling | | Heb
1l m ¥ Gl Sl system boots up, dick I Finished Instaling.

Wl e B T B

Te direct input to thas Vi, chck inside of press Crl«G

Confirm password 'openemrcool’, then 'Continue’.
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[11 confleursg the package mansger |

1f uiu need to use & HTTP proxy to access the outside worid, enter
the proxy Informatlon Fere, Otherwlse, leave this blank,

The proxy information should be given in the stsndard form of
“httpedo [ luser] [ipassl @l host [Tport] s

HITF proxy information (blank for poRel:

e e e S e s e e e
(Ao Backy <Cont inues]

Instal Libunitu e you would on a physical ;
computer. When you are done and the oparatng i Finighed Instaling | | Helo
system boots up, didk I Fnished Instaling.

— Chck in the virtual soeen
b fend keyshrokes
ol m L]

W e ] TR i

T direct input to thas Vi, chck inside of press Cirl«G

Leave blank and 'Continue'.
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1 [1] Saftugre selection |

AT the mofent. only the core of the system Is installsd. To tune the
=ystem to gour needs; you can choose to install ‘one or more of the
followihg predefined collections of softu=re.

Choose sotfware to imstall:

<G Back:

o s Iretal Ubsintu bke you wouid on & physca ;
5 Elm n HMEE,I.-_LI-_&?E:G'EE“ camputer, When you are done ond the operatng. | 1 Finished Instaling
B T } SROEL ke - system boots up, dide [ Finshed Instalng.

T dhirect input to this VM, click inside or press Ctrl+G

Hep |

'_au..&:!?i\ru_] lid

Select 'LAMP server', 'OpenSSH server', and 'Print Server'; then click
'‘Continue’.
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Te direct input to this Y, chek inside of press Crl«G

¥YM  Team Windows Help

Eal CDaas DEHE @

|

* ol (1) OpenEMR-3-0-0-appliance.. -

[1] Contlguring misgl-secver-5.0 |

While not mandatory, Lt is hffﬁhlg recommerded that you =gt a password
for the MusOL administrative "root' user.

1f that fleid ls left biank, the password will not be changed.

New password for the MySOL “root™ user:
BT i m s D S Bt e e A e T SR
o Backs M cont e

Irstal Liburbs e you would on a physical
computer. When you are done and the oparatng | £ Finished tnstaling | | Helo
system boots up, didk I Fnished Instaling.

e 1 T @

Chick i e virtwal soreen
b gend ksyslrokes

Leave blank and 'Continue’.
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[1] Contlguring misgl-secver-5.0 |
While not mandatory, Lt is hffﬁhlg recommerded that you =gt a password
for the Mu2dL sdministrative “root' user.
If that fleid ls left biank, the password will not be changed.
New password for the WuSOL “root™ user:
[ P e e
<cont inues]
g o= | Instal Ubuntu e you would on a physical
) E{';L;;:;‘;}:;:‘*" computer. When 'rllI:an are done and the operatng | £ Finished tnstaling | | Helo
q o - Loy system boots up, didk I Fnished Instaling.

Te direct input to this Y, chek inside of press Crl«G

W e B T B

Leave blank and 'Continue’.
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[1] Contlguring misgl-secver-5.0 |
While not mandatory, Lt is hffﬁhlg recommerded that you =gt a password
for the Mu2dL sdministrative “root' user.
1f that fleid s left biank, the password will not be changed,
New password for the WuSOL “root™ user:
L e
<Gn Back: <Cort inues
g o= | Instal Ubuntu e you would on a physical
) E{';L;;:;‘;}:;:‘*" computer. When 'rllI:an are done and the operatng | £ Finished tnstaling | | Helo
q o - Loy system boots up, didk I Fnished Instaling.

Te direct input to this Y, chek inside of press Crl«G

W e B T B

Leave blank and 'Continue’.
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(1] Flnksh the Installatlon

Installation complete _
Installation 1s compleie, so [t iz time To boot into yoor new sdgstem.
Make sure 10 remove the installatlon medla (CO-ROM, flopplesy, so
that you boot dnto the new system rather than restarting the
inztallation, ' ' -

G0 Backs

e e S Irstal Liburbs e you would on a physical [
ol E*ﬂd b _sllm:‘ " | computer. When you are done and the operatng | £ Fintgned Enstaling | | Helo
L system boots up, didk I Fnished Instaling.
e H T @

a m L

Te direct input to this Y, chek inside of press Crl«G

Click 'Continue'.
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(2 Openknif §
- & Fovorites
[ personals & -
=2 - e OK 1
5 myServer [ oK 1
il myTamen I sl f . ) 1] 1 .
{3 OpenEMR - f synap ., . DK |
' 0K 1
{ OK 1]
1 seruer sshd oK 1
J |1l|:-|‘|-| nK
eiking ¥ . zil amd upgreade needing Lables
arting Pr i Ix K
OH )
OK 1]
deternlne the sepver’ Fully gquallf ied domaln name,
ad.0.1.1 for ServerNane
L OK 1
#« RBumning local boot scoripts (setcesrc, localld L OK 1
Jhiintu B.804 .2 nhuntu ttyl
ithuntu login
it ik in the wirbual screen Iristal Ubunta icr'wu-'.\:rnida"rrh'r'n.-n: compiber, When porare [Lo S T .
= tosend eyrtrokes done and the aperang system boota up, dick 1 Finshed Trestaling 'm“.-"'r.]rs"airﬂl '_rE.F_
To direct input to this VM, click inside or press Cird+ G =g =1 'l’?ﬁ -Fﬁ ¥ | ]

login with user:openemr pass:openemrcool

4. Enter below bolded instructions on command line (if prompted to
give password during the sudo command, then use 'openemrcool'):

#update and upgrade ubuntu
sudo apt-get update

sudo apt-get upgrade
-enter Y to continue

#Install the php command line, imagemagick, lynx client browser,
and jed text editor.

sudo aptitude install jed lynx php5-cli imagemagick

-enter Y to continue

#get packages required by Vmware Tools

sudo aptitude install build-essential linux-headers-$(uname -r)
-enter Y to continue

5. Prepare to install Vmware Tools:
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File Edt View | wmt | Team Windows Help
| a w7 Powwer '
| sidetiar = Rermovable Devices k
= [ Powered On
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o @ Favorites Snagshot k
Eeplay ¥
Instadl Yiware Took %
Send Chris Alt+-Del
Grab Input Chrle 3
Clone,..
Captine Screon Ctie Alte PrtScn
Captuie Movie...
Message Lig
Sethings Chri+D1
To direct input to this Wk, click mside ar press Cid- G --H H rs '-F.@ o | J

Click 'VM' in top menu, and select 'Install VMware Tools...".

6. Enter below bolded instructions on command line (if prompted to
give password during the sudo command, then use '‘openemrcool’):

#mount the vmware drive
sudo mkdir /mnt/temp
sudo mount /dev/cdrom /mnt/temp

#get and unpackage vmware tools
cp /mnt/temp/VMwareTools-*.tar.gz .
tar -zxpf VMwareTools-*.tar.gz

#install Vmware Tools

cd vimware-tools-distrib

sudo ./vimware-install.pl

-hit 'enter' to select default for all questions

#clean up files

cd ..

rm -f VMwareTools-*.tar.gz
rm -fr vimware-tools-distrib

#unmount the vmware drive
sudo umount /dev/cdrom
sudo rm -fr /mnt/temp



Configure PHP and Apache (with SSL)

Main TOC Link

Chapter Index Link
1. Enter below bolded instructions on command line (if prompted to

give password during the sudo command, then use '‘openemrcool’):

#edit the php config file /etc/php5/apache2/php.ini
sudo jed /etc/php5/apache2/php.ini
#edit following variables:
short open tag = On
max_execution time = 60
max _input time = 90
memory limit = 128M
display errors = Off
log errors = On
register globals = Off
post max size = 30M
magic _quotes gpc = On
file uploads = On
upload max filesize = 30M
TEXT EDITOR SAVE AND EXIT

#edit apache?2 config file /etc/apache2/apache2.conf
sudo jed /etc/apache2/apache2.conf

#Paste below to end of file:

<Directory "/var/www/openemr/documents" >

order deny,allow

Deny from all

</Directory>

<Directory "/var/www/openemr/edi">

order deny,allow

Deny from all

</Directory>

<Directory "/var/www/openemr/era">

order deny,allow

Deny from all

</Directory>

TEXT EDITOR SAVE AND EXIT

#create an SSL certificate

sudo openssl req $@ -new -x509 -days 1825 -nodes
-out /etc/apache2/apache.pem -keyout
/etc/apache2/apache.pem

-ok to just select all defaults



#configure SSL in apache?2

sudo a2enmod ssl

sudo cp /etc/apache2/sites-available/default
/etc/apache2/sites-available/ssl

sudo In -s /etc/apache2/sites-available/ssl
/etc/apache?2/sites-enabled/

#edit file /etc/apache?2/sites-available/default
sudo jed /etc/apache2/sites-available/default
#Edit first two lines of file:
NameVirtualHost *:80
<VirtualHost *:80>
TEXT EDITOR SAVE AND EXIT

#edit file /etc/apache?/sites-available/default
sudo jed /etc/apache2/sites-available/ssl
#Edit first two lines of file:
NameVirtualHost *:443
<VirtualHost *:443>

#Insert the below code right above the 'Loglevel warn'
line:

SSLEngine on

SSLCertificateFile /etc/apache2/apache.pem

TEXT EDITOR SAVE AND EXIT

#edit file /etc/apache2/mods-available/ssl.conf

sudo jed /etc/apache2/mods-available/ssl.conf
#Uncomment the following lines (near end of file):
SSLCipherSuite HIGH:MEDIUM:!ADH
SSLProtocol all -SSLv2
TEXT EDITOR SAVE AND EXIT

#restart apache
sudo /etc/init.d/apache2 restart
-do not worry about the domain name messages

Install OpenEMR 3.0.1

Main TOC Link
Chapter Index Link

1. Enter below bolded instructions on command line (if prompted to
give password during the sudo command, then use 'openemrcool'):

#Download OpenEMR

wget http://downloads.sourceforge.net/openemr/openemr-3.0.1.tar.gz



#Put the OpenEMR program in its place

sudo tar -pxzvf openemr-3.0.1.tar.gz

sudo rm -f openemr-3.0.1.tar.gz

sudo mv openemr-3.0.1 /var/www/openemr
sudo chown -R root:root /var/www/openemr

#Deal with file permissions

sudo chmod 666 /var/www/openemr/library/sqlconf.php

sudo chmod 666 /var/www/openemr/interface/globals.php

sudo chmod 666 /var/www/openemr/gacl/gacl.ini.php

sudo chmod 666 /var/www/openemr/gacl/gacl.class.php

sudo chown -R www-data:www-data
/var/www/openemr/documents

sudo chown -R www-data:www-data /var/www/openemr/edi

sudo chown -R www-data:www-data /var/www/openemr/era

sudo chown -R www-data:www-data
/var/www/openemr/custom/letter_templates

sudo chown -R www-data:www-data
/var/www/openemr/gacl/admin/templates_c

sudo chown -R www-data:www-data
/var/www/openemr/library/freeb

sudo chown -R www-data:www-data
/var/www/openemr/interface/main/calendar/modules/PostCa
lendar/pntemplates/cache

sudo chown -R www-data:www-data
/var/www/openemr/interface/main/calendar/modules/PostCa
lendar/pntemplates/compiled

#Get IP address of appliance
sudo ifconfig
-Look at screenshot below to get IP address
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To direct input to this Wi, click inside or press Cid+ G, ol ey 11 Tﬁ ;'E'I- |

The location where you will find the IP address of your appliance is circled in red
above.

3. Now, open a webbrowser outside the appliance and point to (the
APPLIANCE IP ADDRESS was found by above ifconfig command):
https://APPLIANCE IP ADDRESS/openemr/setup.php

(If you are getting a certificate security error, then first follow the instructions in
below appendix section 'Configuring client web browser for https' to configure
your web browser.)




\# OpenEMR Setup Tool - Mozilla Firefox

| Eile. Edit Yiew History Deficious Tools Help

- OpenEMR Setup Tool x |

OpenEMR Setup

Welcome to OpenEMR. This utility will step you through the installation and configuration of OpenEMR for your
practice.

® Before proceeding, be sure that you have a properly installed and configured MySQL server available, and
a PHP configured websemner.

® Detailed installation instructions can be found in the THNSTALL' manual file.

® f you are upgrading from a previous version, do NOT use this scrpt. Please read the Upgrading’ section
found in the INSTALL' manual file_

We will now ensure correct file and directory permissions before starting installation:

Ensunng following files are world-writable
‘varfwww/htmiiopenemrilibrary/sglconf php' file is ready
‘haarfwwwhtml/openemrfintedface/globals php file is ready
‘harfwwwhtmliopenemr/gacligacl.ini php' file is ready
‘arhwww/html/openemr/gacligacl class php file is ready

Ensunng fallowing direclonas have proper permissions

‘varfwww/himl/openemridocuments’ directory is ready

tarfwww/html/openemn/ed” directory is ready

‘harfwww'html/openemr/era” directory is ready

‘varfwwwhtml/openemi/librany/freely’ directory is ready

‘arfwwwhtmliopenemricustom/letter_templates’ directory is ready
‘varfwww/html/openemr/gactiadminftemplates_c’ directory is ready
‘tvarfwwwihtml/openemrfinterface/main/calendarmodules/PostCalendar/pntemplates/compiled’ directory is ready.
‘fvarfwww'html/openemr/intarface/main/calendar'modules/PostCalendar/pntemplates/cache’ directory is ready.

All required files and directories have been venfied. Click to continue installation.
Continue |

Click 'Continue'.



_Ei.fE Edit Eiew Higt_qr_f _Dé_iicioys '__For:ﬁs H_er
| || OpenEMR Setup Tool X
OpenEMR Setup

Step 1

Mow | need to know whether you want me to create the database on my own or if you have
already created the database for me to use. For me to create the database, you will need to

supply the MySQL root password.
NOTE: clicking on "Continue" may delete or cause damage to data on

your system. Before you continue please backup your data.

@ Have setup create the database
)| have already created the database

| Continue

1921681167 A JMAER =

Select 'Have setup create the database’, then click '‘Continue’.



&, CpenEMR Setup Tool - Mozilla Firelo:
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| | OpentMR Setup Tool x |

Mow you need to supply the MySQL server information and path information. Detailed instructions on each dem can be found in the
INETALL" manual file

MYSOL SERVER:
Semer Hosk: jgcalhost {If you run MySQL and Apacha/PHP on the same computer, then laave this a5

Tecelhost'. Kthey are on separate computers, than enter the IP address of the
compuler anning MySQL )

Server Port- 3306 (This is the MySQL port. The default port for MySOL is 3306.)

Database openamr (This is the name of the OpenEMR dalabase in MySQL - ‘opanemi’ is tha

Mame: recommended)

Lagin Marne: apenemt {This is the name of the OpenEMR login name in MySQL - ‘openeme’ is the
recommended)

Passward: (This is the Login Password for when PHP accesses MyS0L - it should be &t least 8
characters long and composad of both numbers and letters)

Mame for {This is name for MyS0L root account. For localhost, it is usually ok to leaws it ‘root’.)

Root

Account:

Root Pass: (This is your MyS50L root password. For localhost, it is usually ok to leave it bank )

User localhost {If you run Apacha/PHF and My3QL on the same computer, then laave this as
Hostnama: Tocelhost”. Kthey are on separate computers, then enter the IP address of the
computer running Apache/PHP.)

OPENEMR USER:

Imitial User:  zdmin (This is the login name of wser that will be created for you. Limit this to one word. )

Imitial User's  Administralor ~ (This is the real name of the finitial user )

Mame:

Imitial Growp:  Defaylt {This is the group that will be created for your users. This should be the name of your
praclice.)

OPENEMR PATHS:

Absolute Fearfwwwiopenemr (This 15 the full absolute directory path to openeamr. The value hare 1s automatically

Path: created, and should not need to be modified. Do not wormy about direction of slashes;
they wall ba automatically corracted.)

Felative fopensamr (Set this to the relative htmil path, ie. what you would type inte the web browser after

HTML Path the senaer address 1o get to OpenEMR. For example, if you type http i 127.0.0 1/ clinie
Jopenemi/ to load OpenEMR. set this to Vclinic/openemr’ without the trailing slash. Do
not worry about direction of slaghes; they will be automatically corrected )

1921681167 & ML=

For my appliance I typed 'openemr' into 'Password' field, and otherwise
kept defaults. Click 'Continue’.
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OpenEMR Setup

Step 2
Configuring OpenEMR...

Connecting to MySQL Server... OK.

Creating database... OKL

Creating user with permissions for database... OKL
Reconnecting as new user... OK.

Cpening database.. OK

Creating initial tables... DK

Adding Initial User... OK

Writing SQL Configuration. ..
Successfully wrote SQL configuration.

Writing OpenEMR webserver paths to config file...
Successfully wrote OpenEMR webserver paths to config file

Mext step will install and configure access controls (php-GACL).

| Continue

Click 'Continue'.
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OpenEMR Setup

Step 4
Installing and Configuring Access Controls {php-GACL)...

Writing php-GACL configuration settings to config files...
Finished writing php-GACL configuration settings to config files.

Configuration:

driver = mysql.

host = localhost,

USEr = Openemr,

database = openemr,

table prefix = gacl Testing database connection...
Success! Connected to "mysql” database on "localhost”.
Testing database type..

Success! Compatible database type "mysql” detected!
Making sure database "openemr” exists. ..

Success! Good, database "openemr” already exists!
Success! First Step of Access Control Installation Successfullll

OpenEMR ACL Setup
All done configuring and installing access controls {php-GACL)!
Gave the "admin’ user (password is 'pass’} administrator access.

Done installing and configuring access controls (php-GACL).
Mext step will configure PHP.

| Continue

Click 'Continue'.
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OpenEMR Setup

Step 5
Configuration of PFHP

Yie racommend making the following changes to your PHP installation, which can normally ba done by editing the php.ini
configuration file:

& Your phpini fila can be found at fetc/php.imi

* To ensure proper functioming of OpenEMR you must make sure that settings in php.ni file include "short_open_tag = On®
“dhsplay_emors = OFF, “register_globals = O, "magic_quotes_gpc = On”, "max_execution_time” sef to at least 60,
"max_input_time” set to at least 30, and "memory_limit" set to at least "126M™

® |n order to take full advantage of the patient documents capability you must make sure thal settings in php.ini file include

“file_uploads = On", that "upload_max filesize” is appropnate for your use and that "upload tmp_di'" is set to a corect
value that wall work on your system.

Ve recommend you print these instructions for future reference.

Mext step will configure Apache web server

We have already configured this in the above 'Configure PHP and Apache

(with SSL)' section. Click 'Continue’.
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OpenEMR Setup

Step 6
Configuration of Apache web server...

The "fvariwww/htmilfopenemr/documents”, "Nvarfwww/html/openemrfedi” and "farfwnw
fhtmlfopenemr/era” directories contain patient information, and it is important to secure these
directories. This can be done by placing pertinent .htaccess files in these directories or by pasting
the below to end of your apache configuration file:
=Directory Aarfwww/html/openemr/documentss=
order deny,allow
Deny from all
</Directony:
=Directory Aarfwww/html/openemrfedi=
order deny,allow
Deny from all
</Directony:
=Directory Aarfwww/html/openemrfera=
order deny.allow
Deny from all
</Directory=

If vou are having difficulty finding your apache caonfiguration file, then refer to the TNSTALL manual
for suggestions
We recommend you print these instructions for future reference.

Click ‘continue’ for further instructions.

| Continue

We have already configured this in the above 'Configure PHP and Apache

(with SSL)' section. Click 'Continue’.
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OpenEMR Setup

Congratulations! OpenENMR is now mstalled.

® If applicable, please restore secure permissions on the four configuration files: fopenemrfinterface/globals php,
lopenemiflibrary/sglconf php, fopenemifgacligaclini.php, and fopenemeigacligacl class php files. In linus,
recommend changing file permissions with the ‘chmod 644 filename’ command
Access controls (php-GACL) are installed for fine-grained secunty, and can be administered in OpenEMR's
admin->ac| menu.
Reading openemrfincludes/config.php and openemefinterface/globals php is a good idea. These files contain many
options to choose from including themes.
There’s much information and many extra tools bundled within the OpenEMR installation diractory. Pleasa refer to
openami/Documeantation. Many forms and other useful scripts can be found at openemr/contrib.
To ensure a consistent look and feel through out the application using Firefox is recommended
The OpenEMR project home page and wiki can be found at hitp Awwee geme org
The OpenEMR forums can be found at http//sourceforge net/projectsiopensnr
We pursue grants to help fund the future development of OpenEMRE. To apply for these grants, we need to
estimate how many times this program is installed and how many practices are evaluating or using this software.
It would be awesome if you would email us at drbowen@charter net if you have installed this software. The more
details about your plans with this software, the better, but even just sending us an email stating you just installed
it is very helpful

We racommend you print these instructions far future reference.
The initial OpenEMR user is "admin”™ and the password is “pass”. You should change this passward!

If ywou edited the PHP or Apache configuration files during this installation process, then we recommend you restar your
Apache serer before following bealow OpenEMR link

Click hera to start using OpenEMRL

Done

Click 'Click here to start using OpenEMR' to go to OpenEMR.
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OpenEMR v3.0.0.1

Usemame

Password:

.Lﬂgli'l

Capyright Notice

Continue to below instructions.

4. Enter below bolded instructions on command line (if prompted to
give password during the sudo command, then use '‘openemrcool’):

#Re-secure files

sudo chmod 644 /var/www/openemr/library/sqlconf.php
sudo chmod 644 /var/www/openemr/interface/globals.php
sudo chmod 644 /var/www/openemr/gacl/gacl.ini.php
sudo chmod 644 /var/www/openemr/gacl/gacl.class.php

Install and Configure Webmin

Main TOC Link

Chapter Index Link
1. Webmin is an awesome way to administer a ubuntu server with a

graphical interface remotely.



2. Enter below bolded instructions on command line (if prompted to
give password during the sudo command, then use '‘openemrcool'):

#download Webmin
wget http://prdownloads.sourceforge.net/webadmin/webmin_1.470_all.deb

#install Webmin

sudo dpkg -i webmin_1.470 all.deb

-IGNORE the dependency errors (below command will install)
sudo apt-get install -f

-enter 'Y' to continue

rm -f webmin_1.470_all.deb

1. Now, open a webbrowser outside the appliance and point to (the
APPLIANCE IP ADDRESS was found by above ifconfig command):
https://APPLIANCE IP ADDRESS:10000/

(If you are getting a certificate security error, then first follow the instructions in
below appendix section 'Configuring client web browser for https' to configure
your web browser.)

File Edit Miew History Delicious Tools Help

W hitpsy//192.168.1.167:10000/ x

Login to Webmin

You mist enfer a usemame and password to
logen to the Webmin servar on
192.168.1.167

Usarname  gpenemr

Password  sesssssssss

™1 Remamber |ogin
pefmanently?

(Lo [ Glem

 192168.1.167:10000 & wA B3 0

Login with user:'openemr' and pass:'openemrcool'.
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Login: openamr
3 Webmin .
webmin
& Seners
3 meherz
3 Metwarking System hostname  opsnemr
2 Hardviara Crperating system  Ubantu Linux 804 2
K Cluster Webmin version 1460
B Un-used Madufzs Time on system  Mon Mar 15 02:02:46 2009
Search: Hernel and CPU Loux 2 6 2423 sener on (686
CPU load averages D18 (1 min} 015 {5 mirs} 010 (15 mins)

‘E} View Module's Lags Rial memary E03 36 ME tatal, 97 77 ME uséd
Y System Inlormation

ﬂ Halresh Modules Wirtual MMy 144 GB {otzd, 96 kB ased

@ Lot
Local disk space  77.54 GB wotal, 5.47 GB used

The 2 tollovang Weberin madule updates are now avmlable

Version Fizes prnl:-l;.-m _
System and Serear A8 Femate TCP Servce monitors report that the senice s pot
Status mstallad
Dipening the file manager module fails with an ermor about un-trusted
ralenars

Fite Manager

192168 116740000 [ GAEI =

Click 'Install Updates Now' button.
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Logn: openemr Recaived 82944 ndas (B0 %)
@ Webmin Received 36256 bytas (T %)
| Received 110592 bytes (B L)
g :’m"m Received 123904 bytes (30 %)
il Recaied 137357 ytes (100 %)
A Dihars _ download completa.
& Networking [nstalled module System and Server Status (384 Kb)

@ Hardwa
@ Crll.lrslerm Updating module file to version 1.461

Fixes problem = Opening the file manager module fails with an ermar about ur-drusted referers
Dewnloachng filg-1 460-1 whm gz (317 byles)
Search: Dewnloading htlp.fdownload webmin comiupdatesfile-1 460-1 wiwn gz (9265841 byles)
Receved 1024 bplas (0 %)
3 = Recemed 33184 byas (10 %)

a:'” qu:ngs, Legs Recaived 135368 bytes (20 %)
B WA TR Received 279557 tytes {30 %)
= Fatrash Modules Received 371712 bytes (40 %)
) ngoul Hecanved 464896 bytes (50 %)

Recaned 558080 ies (B0 %)

Recaived 551264 bytas (T3 %)

Receved T43424 Wytes {BD %)

Received 836608 bytes [T %)

Received 328941 bytes (100 %)

download completa.

[nstalled module File Manager (3628 Hb)

W Un-geed §

HOGLNES

& Retem to Webmin cnﬂﬁgu.’atinh

W 192.168.1167:10000 () Wd BB ©
Scroll to bottom of window and click 'Return to Webmin configuration'
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Eile Edit Yiew Higtory Delicious Jools Help
S - ] & W nitpsy//102.1681 167:00000/

W Webmin L4530 on openemr (Ubu... = |

Login openemr Module

8 Wi ol Webmin Configuration
Fh| S}ls!gm Webrmin 1.450

8 semers

i Others [ -
O Networking Qs A j:’)
L Hardware

B Cluster iP Access FPons and Logaing Proxy Semvers
Control Addresses and Downloads

| ' ¥ S T
&\ View Module's Logs : r

B Sistens infmination User Interface Webmin Operating Language
: Modules System and
Emironment

R 5 & w

Index Page Upgrade Authentication Reassign
Options Webmin Modules

»|
rm— o
Moduke Titles Webmin Trusted
1021681.367:10000 [ o8 B8 =

2 Refresh Modulas

lick 'Logout'.

Configure Firewall

Main TOC Link
Chapter Index Link
1. We will only allow access to the appliance through ports 22 (SSH),

443 (OpenEMR via https), and 10000 (Webmin via https). Note that
we are blocking the http port (80) to force users to use https
(encrypted) when connecting to OpenEMR.

2. Open a webbrowser outside the appliance and point to (the
APPLIANCE IP ADDRESS was found by above ifconfig command):
https://APPLIANCE IP ADDRESS:10000/

(If you are getting a certificate security error, then first follow the instructions in
below appendix section 'Configuring client web browser for https' to configure
your web browser.)
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You must enter a usemame and password to
logen to the Webmin sener on
192.168.1.167

Username apensmr

Password  sssssssssss

1 Remamber login
permanently?

| Login | | Clear |

1921668.1167:10000 & A B

Login with user:'openemr' and pass:'openemrcool’.
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| Limnex 8.
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W Webmin 1.450 on openemr (Ubu... x|

Login. openemr

& webmin

@ system

Seners

Others

O Networkin

B Hardware

@ Cluster

@ Un-used Modules
Search:

A View Module's Logs
 System Information
= Refresh Modules
@ Logout

€§ webmin

openamr
hnﬂnuma pe

Operating

system Ubumtu Linux 8.04 2
Webmin
Version
Time on
system
Kernal
and CPU
System
uptime
CPU load
averages

Real
memory

1450

Sat Feb 28 09:33:21 2009

Linux 2 6.24-23-serer on (686

8 hours. B nunutas

0.16 {1 min) 0.03 (5 mins) 0.07 (15 mins)

503.36 MB total, 104 .82 MB used

Virtual
memory 1.44 GB total, B8 kB used

Local
disk

space

T7.94 GB 1otal, 5.35 GB used

Click 'Networking'.

192.168.1.167:10000 [} & E3
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| Limnex 8.

K3 Goos'

W Webmin 1.450 on openemr (Ubu... x|

Login. openemr
& webmin
@ system

Sanmrs-

Bandwidth Mnnnunng
Linux Firew
MIS Client andaggner
Metwork Configuration
TCP Wrappers
Hardware
Cluster
Un-used Modules
Search:

A\ View Module's Logs
¥ System Information
3 Refresh Modules
@ Logout

€§ webmin

openamr
hnﬂnuma pe

Operating

system Ubumtu Linux 8.04 2
Webmin
Version
Time on
system
Kernal
and CPU
System
uptime
CPU load
averages

Real
memory

1450

Sat Feb 28 09:33:21 2009

Linux 2 6.24-23-serer on (686

8 hours. B nunutas

0.16 {1 min) 0.03 (5 mins) 0.07 (15 mins)

503.36 MB total, 104 .82 MB used

Virtual
memory 1.44 GB total, B8 kB used

Local
disk

space

T7.94 GB 1otal, 5.35 GB used

|avascriptitoggleview('net’, togglenet’)

Click 'Linux Firewall'.

192.168.1.167:10000 [} & E3




Fibe Edit View History Delicious Tooks Help
| W Webmin LA5® on openemr (Ubu... % |

Seerch
Docs

Logen: openemr Haip = Y
@ Weabmn Mbdile Linux Firewall

B Systam Config Hules file fec=fiprables dp.rules

B seners .
Ma IPtables fisawall has bagn setup yel on pour syslem. Webmin can sel oné up for you, to ba

w Kty stored in the save file fecc/iptablas  cp.cules with the intial s=ttings based your =election
5l Matworking of firewall type below

Bandwidth Monitorng

Linus Fireweall Allaw all traffic

HES Chenl 2nd Sarver

latwork Configurstion Do network address tanslation on extemal inteface

TCF Wrappars
E Hardware . Block al incoming connsctons on exiemal nterface

B Clysier o

B Un-tmea Maduies & Hlock all except 55H and IDENT on extemnal inteface: ethl =

Zearch
Black alf except SEH. IDENT, ping-and high paita an intaface

£ View Module's Logs
& System Information

S Refresh Modulss
% |, Setup Firewall
'@' Logaut

~ Block all excepl poris used for wiual bosting, on intedace

¥ Enabéa firewall 31 boo! iona?

192 168116710000 & & B =

Select 'Block all excep SSH and IDENT on external interface'. elect the
'ethQ' interface from the menu next to this. Toggle on the 'Enable firewall
at boot time?'. Then click the 'Setup Firewall' button.
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Logn openamr

& webmin

B Systam

O Bervers

& Ohers

al Hegwarkng
Bandwidii Mnpitanng
Linux Firsraesl
NIS Cient and Sansar
Hemwark Configuratan
TCR Wrappars

@ Hadwara

& Cluster

& |reusad Sady s

Search

f.‘n‘\" ew Module's Logs
# Systam Information
% Ffresh Modules
'@ Loguit

Select the line circled in red above. Then click the 'Delete Selected button.

_!e:l a el seleclion

| BetDelauli Action Te: | Drop

i Linux Firewall

fedule Conlg
Ralas fie fezofivcables . iy, alea

__Ehnwing_ IPrable: | Facketfikering {iter) | Add 2 new chain nemad: |

Incoming packets (INFUT)
Selact all | Imert selection
Action

I nput interface is not ethilk
if protocaol is TCP amd TCP fliags ACK (ol ACK) are sel
I slale of conneclion = ESTABLISHED
If elate of connection 2 RELATEL
it protecol is UDP and desbnaton port 15 1024:65535 ang source part is 53
if protocol i [CMP and ICMP type is acho raply
If protecal is ICMP and ICMP type is dastination-unreachahls
If protocal is ICMP and ICMP type is source-guanch
if prvtoczol is ICMP and ICMP bype is time-exceeded
I protecol 12 1CMP and ICMF Lype is paramete-poobiism
I pratecol 12 TCP and destination ped s X2
If prodecol 1z FCP and destination por (& auth

Fuorerarded packels (FORYWARD)
Ihere are no rules defined for this chain.

-

Dutgoing packets (OUTPHT)
There are no nules defined for this chain.

| SetDeteutfenon To. | Acespt -

Click thes button 1o make the firewal confguration listad abow aotive. Any finswall
miles cumanthy in affact will be fushad and replaced

Click this button fo resat the cordguration listed above 1o the one that is curnently
actus

G ralicn
_ Rewer: Configuration

Sickvate albot. | ® Yes © No Change this oplion to conbe whelher your frewall is actealed ot boot time o nol

Click thes teaton 1o clear all exssting firewall rules and sel up new rules fora bamc

 ReselFrawall | ntial configurstion

1021681 16740000 5 o B2 0
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Lngir: aperamr Help i i
5 webenin fdedule Cenby Linux Firewall

5] System Rulas fig fecc/iprablea. i sules

O Bonvers
@ Dihers | | Add 2 rew chain nemed: |
Bl Hetworkng
Bandwedih Moritonng
Linue Firsreal
WIS Cient and Servar i Candition Wwe
Wenwark Configuratan
TCH Wiappers
] Hamivaara
B Clester
B Up-yzee Sodules

¥ imput intarfacs is not athid
If protocal is TCP and TCR flags ACK (of ACK) are sal
[T Accept f siade of connecton = ESTABLISHED )
|Fi ferepl i siaie of connectan = RELATED
=] Accept I protecal 15 UDHE ardd desbnabon port s 1024:65535 and souice poit is 53
[T aceegs i prodocel is ICMIP and ICMP Lype 13 echo-reply
2 i Module's Logs [F] Accegm If prodecol i ICMP and ICMF teps (2 destination-unreachable
B Systam Information [T Aceep If protecol is ICMP and ICMP type is soarce quanch
5 Rafesh Modules [ Acoep I protecal is [CMP and ICMP type is time-axcaadad
@ Lognis [C Acceg If protocal is |CMP and ICMP type is. parameier-probiam
I Accogm IF protocal is FCP amd destination port s 72
Select all | Imen selection
' SatDatauttAction Te: | Drop - | Dislete Salerted |

Search:

Forwsarded packets (FORWARD)
Thama are no miles dafinad for this chain.

'_Sa!Dafu.uhh;hn T J Arcapt -

Chrtgoing packets {OUTPLT)
Thare are no mules defined for this chain.

e %

Click ths tetan to make the firewal comfguration listed aboue active. Sny firevall
wlies curreiilly m effect vall be fushed and replaced

Apply Configuralion

[P TR T S I Click thes buttan 1o resat the configuratinm lisled above 1a the one that is curenily
Reven Configuration ik

Click thes button 1o clear all sxosting firewsll nilas snd sat up new rules for 5 basic

& B aH- nitial configuration

102 1681 16740000 [ | H B3

Click the 'Add Rule' button circled in red above.
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Lipn. Dpednismr Iecide Inden
I ek Add Rule
L Symtem
T Senvers T
& irmhars Part af chain Feoming packats (RS}
H Hetwerking Hula comment I;: 551 i
Dlandwid:h Kerionng R
L Firaweall it s 'IU'-IIi'r.l Crag Fipsit ! Userspate
HIS Clisee and Sansg O Exbghan O Loy packsl s Lo
Melweik Confgiralion a & ; .
TCP WWiappeis Reject with ICMP type & Defadt 2 Type . kmp-retunreachzhlz. =
I Hanowars
W Cluzser The action seiocked above vall only be camied oul if all the condtons below zre met
@ Unuzed Modules
Safch Source-address or netwark dgnarad: -
£ View Meile's Logs Destinaton addvess v nebwork. <dgnored= -
i Syslem Ffonmaton Incoming intaincs gnarat - -
= I
1_5 Relizsh Morkhiy Cgolng interface dgnarads -
L 1
o Fragmentatlon W dorered 0 s Fagmenied 2 s ol regmenied
Hevaark protocul =] -
Source TCP or UDP port <ignorad: = & Podiz) T Port range
Destination TCP o UOF port o4 T | O Pt
Soiares and dassinatiam part(s] gnanact: - i
TCP flags sat <lgraonads T [ T st :.‘. A e ki
Pl e w1 wr | o e
TCP apticn number i sot dgnarad: -
HEMP paciat fypea ignarart= = any -
Frharmar addreas “lennrarts -
Parket flow rate <hgnorad:= ! sacord -
Packed burst rabe <ignared=
Caniiaition slatas dygnares = | Maw conne e MEW) -
| Exislirg comeclicn (ESTASLISHED ¢
| Feelatesd i emuling {RELATEL) E.
i_r‘-_k_llptr:u'tl'rrl.:u‘rn_‘.!_ulr_.lll_lfﬂ'q"ﬁ.l.ll:"l -
Typa of sandoa <lgnarad= = hirimire-Dalay (1) -
Ndditianal 1PTahlae miodeibess
Additonal parametors
|_ Cr=
48 Rebr®ihies list
Jone JNIBATIRIT00M O @ B0

All places that require input are circled in red. Type 'SSL'in 'Rule

comment'. Toggle on the 'Accept' in 'Action to take'. In 'Network protocol’,
select 'Equals'. In 'Destination TCP or UDP port', select 'Equals' and type

'443" for 'Port(s). Then click the 'Create' button.
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Bl Hetworkng
Bandwedih Moritonng
Linue Firsreal
WIS Cient and Servar i Candition Wwe
Wenwark Configuratan
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¥ imput intarfacs is not athid
If protocal is TCP and TCR flags ACK (of ACK) are sal
[T Accept f siade of connecton = ESTABLISHED )
|Fi ferepl i siaie of connectan = RELATED
=] Accept I protecal 15 UDHE ardd desbnabon port s 1024:65535 and souice poit is 53
[T aceegs i prodocel is ICMIP and ICMP Lype 13 echo-reply
2 i Module's Logs [F] Accegm If prodecol i ICMP and ICMF teps (2 destination-unreachable
B Systam Information [T Aceep If protecol is ICMP and ICMP type is soarce quanch
5 Rafesh Modules [ Acoep I protecal is [CMP and ICMP type is time-axcaadad
@ Lognis [C Acceg If protocal is |CMP and ICMP type is. parameier-probiam
I Accogm IF protocal is FCP amd destination port s 72
Select all | Imen selection
' SatDatauttAction Te: | Drop - | Dislete Salerted |

Search:

Forwsarded packets (FORWARD)
Thama are no miles dafinad for this chain.

'_Sa!Dafu.uhh;hn T J Arcapt -

Chrtgoing packets {OUTPLT)
Thare are no mules defined for this chain.

e %

Click ths tetan to make the firewal comfguration listed aboue active. Sny firevall
wlies curreiilly m effect vall be fushed and replaced

Apply Configuralion

[P TR T S I Click thes buttan 1o resat the configuratinm lisled above 1a the one that is curenily
Reven Configuration ik

Click thes button 1o clear all sxosting firewsll nilas snd sat up new rules for 5 basic

& B aH- nitial configuration
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Click the 'Add Rule' button circled in red above.



W, I aan ope _..-:!_#'.'::'Ii_'d".'1=|I:'1‘.1ﬂ' ool Firefoe
||zl gde s Hgory Delcous Toois Hep
| Webmin 1450 on epencie (U, = -

Lipn. Dpednismr Iecide Inden

I ek Add Rule

& Symtem

T Surmrs T
M ixmhars Fart af chain ircaming packats (PR

= Hetwcreng Hula comment [Enmn ]
Dlandwid:h Kerionng
L Firawall et Jo Ao D l||.l'.||i'r Drog Repac ! Userspace

HIS Clisere and Sanwsi
Melweik Confgiralion

2 Exlotian T Log packel R an

TCR Wrapuein Reject with ICMP type # Defadt 0 Type kmp-retunreachzhlz. +
I Hanowars
W Cluster The action seiocked above vall only be camied oul if all the condtons below zre met
@ Upuned Modudos
i Sowrce-address or netwark dgnarad: =
£ Viw Miocile's Logs Destimalion achlvess vr mebwork. dgnureds =
i Syslem Ffonmaton Incoming intaincs gnarat - -
.ﬂ pLEH NI Chrigoing interface dgnarad: -
@ Rl Fragmentaticn W doryed 0 s Fagmenied U s ol regmenied

Hetwark pratocul TP %

Source TCP or UDP port <ignorad: = & Podiz) T Paort range {i=]
Destitsation TCP 60 UDP port & P % Purt e e

Soiarca and daetinatiam part(s] dgnararts -
TCP flags sa1 <lgranads - i.: i T A :.'. TR e it
Pl e P i e o ]
TCP apticn number i sot dgnarad: -
HMP packat typa ignnrart= = any -
Frharmar addreas “lennrarts -
Parket flow rate dgnorads= - y ! sacord -
Packed burst rabe <gnared=
Connedion slatas et = [ Mew conne e HEW =
| Exislirg comeclicn (ESTASLISHED ¢
| Feelatesd i emuling {RELATEL) E.

i_r‘-_\l'._llptu fol @y l.:l.'-'rn::gl.'l.r_.lll_lfﬂ'q"ﬁ.l.ll.'r"l
Typa of sandoa <lgnarad= = hirimire-Dalay (1) -

Naditianal IPahlas modeiles

Additonal parametors

|_ Crenses
4 Rehorfies list

Jone IU2IRNT a0l wf BJ 00
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'10000' for 'Port(s). Then click the 'Create' button.
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Click 'Logout'.

Finishing Touches On Appliance

Main TOC Link
Chapter Index Link
1. We will install a startup/shutdown script. On startup it will configure

the introductory screen to give the user required information (IP
address, login names/passwords, etc.). On shutdown it will reset the
network card to ensure mobility of the virtual appliance.

2. Enter below bolded instructions on command line (if prompted to
give password during the sudo command, then use 'openemrcool'):

#download the script
sudo wget http://www.bradymd.com/openemrApplianceScript



#install the script

sudo mv openemrApplianceScript /etc/init.d/

sudo chown root:root /etc/init.d/openemrApplianceScript
sudo chmod +x /etc/init.d/openemrApplianceScript

sudo update-rc.d openemrApplianceScript defaults 99

#shutdown the appliance
sudo shutdown -h now

1. In Vmware, need to set the CD/DVD drive to autoset.

[ 2J OpenEMR-3-0-0-appliance-1 - Vhware Workstation
File' Edt Wiew VM Team Windows Help
Meprae 60 Odeag0uE | 3F
[ Poweered On
= @ Favorites OpenEMR-3-0-0-appliance-1
State: Fowered off
Guest O5: Ut

Lecation: Ciisersiprady Deskiop\OpenEMA - 3-0-0-aoplance- 1 \OpenEVR -3-0-0-applisnce- 1. wnx
WWermon; Warkstaton 6.5 vrtusl machine

} Prsier an this virkusl machive l F 3 MEI'FIDI"P -
nﬁ Exbt wirtiial machne setiings =l Hard Disk (5L

CO/DVD (D
H Roppy

T8 Network Adapter

& USB Controlier

iﬂ Sound Card

B Display Auto detect
8 Processors 1

) Erchis ace featwes (What s ACE7)

Motes
Tyoe here to enter notes for this virtusl machine.

Double-click 'CD/DVD (IDE)'.



Device status
i rEonnecied
[T Connect at power an

Connection

1@ Use physical drive:

| Auto detect -

) Use IS0 image file:

| Er\Program FilestWMwarelih | | Browss,.,

[ ok || cancel |[ Hep |

Select 'Use physical drive' and select 'Auto Detect' from menu. Then click
'OK".

1. Because this appliance was built with Vmware Workstation 6.5, we
now need to convert the appliance to an earlier version to ensure
compatibility with all Vmware Player and Vmware Server versions.
This is done with free software by Vmware, called '"VMware vCenter
Converter Standalone Client'.

1. Ensure Vmware Workstation is closed.

2. Download, install, and start the 'Vmware vCenter Converter
Standalone Client' from vmware.com (it is free).



Task.  Administratior;  Helo
(B Canfgure Machine L0 30

0 Recert 2shs v

SOUe Duslination SLadt Tirma

Welcome to VMware vienter Converter Standalone

Vs penber Coevarter Stancsione e you o Saee g oF 8 varlaty of machinas sed cowert
b & ez Wehvare virtusd mschine. The mactines yoa may canert induce:

- Ferpmral madhnes
Comeerk - Wvare Vb machines {wred
Fatin= - Wivare Conscld ated Bacwp | umm)
Homsoft W healPDs or W iual Serves vrfual rmadhincs (L sn)
- Gyranter e Siae Secovery image Levd, o)
- Arores Troe [msge Dach b
- Shorgeraft Shadawstar Lol
Paraleks Vi tuolizadon Produacts foes)
- ity mprbiance [ ovs, s}

Click 'Convert Machine'.



e Specify Destination g View ot Options

6 Ready to Compiete

Source: 5| Ci'Users\brady'\De. plance-1\OperEMA-3-0-0-applance-Lvmx:  Destination: nons

Select saurce type: |Pawered-on machine
Convert &y powered-on physical or virtua madine.
Speafy the powered-on machine —
2 Thes local machine
@ A remobe mackine
1P pddress or name:

05 Family:

Ve ImlrcE gelaEs,

| Converts a running madchine to a

| WMviare virtual machine. The machne
| can be your ocal madiine or & remote
| machine on the nebwor, When

| carvering a remobe machne, proviste
| the [P address or name, adminstrator
| of reot eredentisls, ard operaling

: syste=m on which o ceate the

| madhine,

| Supported operating systems are:

=Windows 2000, 2003, ¥P, Vista,
2008

= Red Hat Enberpress e 1, 30,
4,0, 5.0

= Ried Hat Linuy Advanced Server L1

# SLUSE Linune Enterprics Ssrver 8, 9,
10

= Ubuntu Unax 5.3, 6.3, %, 8.4

| Uinuy sedrces should alow root login
| Byeush 554,

Click 'Select source type:' field.




e Specify Destination g View ot Options

Powered-on machine
Wenare Infrasiructure virtual machine
Wihaans Wiarkstabon or ather W¥ane virtual machine

“* Backup image or thrd party wrival machne
o Airiual Appliance

@ Arerobe machine
1P address or name:

05 Family:

Ve ImlrcE gelaEs,

6 Ready to Compiete

| Converts a running machine to &

| WMviare virtual machine. The machne
| can be your ocal madiine or & remote
| machine on the nebwor, When

| carvering a remobe machne, proviste
| the [P address or name, adminstrator
| of reot eredentisls, ard operaling

: syste=m on which o ceate the

| madhine,

| Supported operating systems are:

=Windows 2000, 2003, ¥P, Vista,
2008

= Red Hat Enberpress e 1, 30,
4,0, 5.0

= Ried Hat Linuy Advanced Server L1

# SLUSE Linune Enterprics Ssrver 8, 9,
10

= Ubuntu Unax 5.3, 6.3, %, 8.4

| Uinuy sedrces should alow root login
| Byeush 554,

Select 'VMware workstation or other VMware virtual machine'.




e Specify Destination g View ot Options 6 Feady o Compliete

Sounce: fomne Destinalion: nons

Select source type: | ¥iwane Warkstation or ather WMware wirtusl madine - |

Convert a virtual machine from Weware Warkstation, Wiware Flayer, Wware Fusion or ather
Wehware product.

— Browse for source virtus! machne or image

Wir sl machine fie: chop\penErR-3-0-0-applanoe - 1W0penEMA-3-0-0-2pplance-Lwm

: Browse... 1

Vigwe source delais..,

- VMware Desktop virtual machine

 Converts a Wwara Waorkstation,

YMweare Fudon, or abher VMwére

| wirtual machire,
| Supported WMware products are:

=Mviare Workstation 4,0, 5.0, 5.0,
6.5

= WMwiare Playsr 1.0, 2.0, 2.5

= Mware Fuson 1.0, 2.0

=WMware ACE 1.0, 2.0, .5

o vare Sarver 1.0, 2.0

Select the 'virtual machine file:', then click 'Next'.




6 Yiew Edit Ophore: a Rendy to Complete

Source: 5| Ci'Users\brady'\De. plance-1\OperEMA-3-0-0applance-Lvmx:  Destination: nons

Select cestination fype: EWMWWMWWMMI}: | |
Creates a new virtual madhine for useon Vidyare Worstation, ViMware Fayver, YMware VHvrare Desktop virtual machine

Fusion or other VMware product. b Creates ot madhing s e with
- VMwiare Yeorssation, VMware Fusion
Select m—:n-omd ‘Wehwane WWorkstabon 6, 5.% of ot VMware product.

— virtual madhine detais Wy | Supported VMweare products are:

Mame:  OpencMR-3-0-D-appiance-1 = WMware Workstation 3.0, 6.0, 8.5
= Mwere Player 1.0, 2.0, 2.5

=Mware Fugion 1.0, 2.0
Choese & location for the virtual madhine: sVMware ACE 2.0, 2.5

C:Ysers'brady\Deskiopiappianoes i *WMware Server 1.0, 2.0

Click 'Select VMware product:' field.



6 Yiew Edit Ophore: 0 Rendy to Complete

Source: 5| Ci'Users\brady'\De. plance-1\OperEMA-3-0-0applance-Lvmx:  Destination: nons

Sml=ct destination fpe:

Ceserstbrady|De

EWWWNWWWMMI}; |
Creates a new virtual madhine for useon Vidyare Worstation, ViMware Fayver, YMware
Fusion or other VMware product.

YMware Workstabion 6.5.10 =

| \iMware Desktop virtual machine
| Creates & yriual machine for use with
| or ather VMware product.

| Supported VMware products are:

Wehware Workstaion 6.0.x

Weware Workstabon 5.x

VMwiare Worksation, WMware Fusion

»WMware Workstation 5.0, 8.0, 6.5
»\Mviere Flayer 1.0, 3.0, 2.5
=\Mware Fusion 1.0, 2.0
sWMware ACE 2.0, 2.5

= WMware Server 1.0, 2.0

Select 'VMware Workstation 5.x'.



6 Yiew Edit Ophore: 0 Rendy to Complete

Source: 5| Ci'Users\brady'\De. plance-1\OperEMA-3-0-0applance-Lvmx:  Destination: nons

Sel=ct destination type: IWquhHﬁmwuﬂqumm |
Creates a new virtual madhine for useon Vidyare Wonstation, ViMware Fayver, YMware
Fusion or other VMware product.

Select WMware product| Whare Workstation 5.5 = |

| \iMware Desktop virtual machine
| Creates & yriual machine for use with
| or ather VMware product.

| Supported VMware products are:

— Wirtual machine detais
Mame: OpenEMR-3-0-D-appiance-1

Choese & location for the virtual madhine:
Ctserstbrady\Deskiop\apoiances

VMwiare Worksation, WMware Fusion

»WMware Workstation 5.0, 8.0, 6.5
»\Mviere Flayer 1.0, 3.0, 2.5
=\Mware Fusion 1.0, 2.0
sWMware ACE 2.0, 2.5

= WMware Server 1.0, 2.0

Click 'Next'.




g Aeady to Complaie

Sources & CillsersibradyviDe | plance-1\0perEMA-3-0-0-appkance -1 vy Destination: W Ci\Users\brady'Deskbop aopliances (WMware Workstation 5,%)

Click on an gption below ko edtit, Estrated tme; less than a minute

Current uFI:h:m selections:

w Data to copy
Copy type: Disk-bas
VirtualDiskl: B0.0 GB

w /0 Devices
Ifhprunzznrs: 1
Disk controller: Presenve source
Mermon: 512 MB

w Networks
PICT: Eridg!d

Echit

Click the 'Data to copy' field.



o Specify Source o Spexcify Destinaton [ a Aeady to Complaie

Sources & CillsersibradyviDe | plance-1\0perEMA-3-0-0-appkance -1 vy Destination: W Ci\Users\brady'Deskbop aopliances (WMware Workstation 5,%)

Click on an gption below ko edtit, Estrated tme; less than a minute

Current uFI:h:m selections:

i ! Edit | Data copy type: | Capy ol disks and maintan iyour =
w /U Devices

2B Processors: 1 i Disk Size
Disk controller: Preserve source ot pre-allocated
Memary: 512 MB Pre-allocated

= Networks i Mot pre-sllocated
MICL: Bridged 2 GEB Split pre-zllocated

2 GB Spelit fiot pre-allocated

Type

|‘|"r|hll|Di9kl

Select '2 GB split not pre-allocated’, then click ‘Next'.



o Specity Source 0 Soecify Destirahon 9 Wievi fEdit Ophons

; Source: 5| Ci'Users\brady'D. Jance-1\OperEMR-3-0-0-appliance-Lvmx  Destination: W C:Users'brady Deskiopappiiances (Wheare Workstation 5.x)

Source type: \Wewware Workstation or other Yyveare wirtual machine Ready to Complete
Path: Ci\Usersbrady \Desklon TESTER,_ OpenEVR-3-0-0-spoliance- 110penEVR-3-0-0-appka Ditsglarys oo arly i

mifarmation and wakdates task

estination System Information paramelers. To edit 3 SStng, navigats
virtual madvine name:  OpenEMR-3-0-0-apolance- 1 brack 5k page and spaely thi i
Target praduct: Wieneare Wiarkstation S.x o i

Destrabon drectory: — C:Users prady \Desoopiappbances "

Mumber of GPUs: 1

Phivsical memory: 512 MB

Metwork: Fregarye NIC count

MICT Connected

Ericiged Cormectan

Shorage: Dik-based Chaing

Mumber of deks: 1

Create dsk 0 as: 21GE Spbt not pre-aliomated

Destination Cuslomication
fat customized

Click 'Finish'.

Upgrading to OpenEMR 3.1.0

Main TOC Link
Chapter Index Link

1. Enter below bolded instructions on command line (if prompted to
give password during the sudo command, then use '‘openemrcool’):

#Download openemr-3.1.0.tar.gz (version 3.1.0)
wget downloads.sourceforge.net/openemr/openemr-3.1.0.tar.gz

#install php5-gd package

sudo aptitude update

sudo aptitude install php5-gd
-enter 'Y’
-enter 'Y’

#make backup directories
sudo mkdir /backupopenemr
sudo mkdir /backupopenemr/3_0_1



#Backup the mysql openemr database into backup directory.

sudo mkdir /backupopenemr/3_0_1/mysqgldatabase

sudo sh -c 'mysqldump openemr >
/backupopenemr/3 0 1/mysqldatabase/mysql backup.sql'

#move old OpenEMR 3.0.1 to the backup directory
sudo mv /var/www/openemr /backupopenemr/3_0_1/openemr

#put the new OpenEMR 3.1.0 program in its place

cd /var/www

sudo tar pxzvf /location/to/tar/openemr-3.1.0.tar.gz
sudo mv openemr-3.1.0 /var/www/openemr

#secure OpenEMR
sudo chown -Rf root:root openemr

# Restore some original directories

sudo cp -fr /backupopenemr/3 _0_1/openemr/documents
/var/www/openemr/

sudo cp -fr /backupopenemr/3 0_1/openemr/era
/[var/www/openemr/

sudo cp -fr /backupopenemr/3 _0_1/openemr/edi
/var/www/openemr/

sudo cp -fr
/backupopenemr/3_0_1/openemr/custom/letter templates
/[var/www/openemr/custom

#Need to change some file/folder permissions

sudo chown -R www-data:www-data
/var/www/openemr/documents

sudo chown -R www-data:www-data /var/www/openemr/edi

sudo chown -R www-data:www-data /var/www/openemr/era

sudo chown -R www-data:www-data
/var/www/openemr/custom/letter_templates

sudo chown -R www-data:www-data
/var/www/openemr/gacl/admin/templates_c

sudo chown -R www-data:www-data
/var/www/openemr/library/freeb

sudo chown -R www-data:www-data
/var/www/openemr/interface/main/calendar/modules/PostCal
endar/pntemplates/cache

sudo chown -R www-data:www-data
/var/www/openemr/interface/main/calendar/modules/PostCal
endar/pntemplates/compiled

#Now for the hardest part of the upgrade; editing the new config
files. There are three files that need to be compared to your old



config files:

openemr/library/sqlconf.php: Ensure the variables ($host, $port,
$login, $pass, $dbase) at top of file are the same as the variables
from previous 3.0.1 version. Also, change the $config variable
(found near bottom of file within all the slashes) to $config = 1;

openemr/interface/globals.php: Ensure the variables
($webserver root, $web root) at top of file are the same as the
variables from previous 3.0.1 version. Also ensure optional settings
are configured like previous 3.0.1 version.

openemr/includes/config.php: Ensure optional settings are
configured like previous 3.0.1 version.

For the openemr 3.0.1/3.1.0 appliance, luckily, only one change is
required in /var/www/openemr/library/sqlconf.php .

#edit file /var/www/openemr/library/sqlconf.php:
sudo jed /var/www/openemr/library/sqlconf.php
#edit the following bolded $config variable:
//////DO NOT TOUCH THIS///
$config = 1; ////11111111]
T
TEXT EDITOR SAVE AND EXIT

3. Next, need to upgrade the mysql database. Now, open a webbrowser
outside the appliance and point to (the APPLIANCE IP ADDRESS
was found by above ifconfig command):

https://APPLIANCE IP ADDRESS/openemr/sql upgrade.php

& OpenEMR Database Upgrade - Mozilla Firefox.
|| Eile Edit View History Bookmarks Teols Help

| ¢ Login % - OpenEMR Database Upgrade

OpenEMR Database Upgrade
Please select the prior release vou are converting from: 301

If vou are unsure or were using a development version between two releases, then choose
the older of possible releases.

Upgrade Database '§

Select '3.0.1' and click 'Upgrade Database'.



g - " b :
&, OpenEMR Databaze Upgrade - Maozilia Firefox SIS

File Edit Wiew History Bookmarks Tools Help

| - Login % | o OpenEMR Database Upgrade x |

AL ICH. 1ADLE IO TEVIEWOLS U ITANOE WIS DTUURRTIS WITsL DIOUeTs VarCoan_ T
ALTER TABLE form_reviewofs CHANGE hand_problems hand problems varchar(5)

AT TER TABLE form_reviewofs CHANGE hip problems hip_problems varchar(5)

ALTER TABLE form_reviewofs CHANGE knee_problems knee_problems varchar(5)
ALTER TABLE form_reviewofs CHANGE ankde_problems ankle_problems varchar(5)

AL TEFR. TABLE form_reviewofs CHANGE foot_problems foot_problems varchar(5)
ALTER TABLE form_reviewofs CHANGE insulin_dependent_diabetes insulin_dependent_diabetes varchar(5)
ALTER. TABLE form_reviewofs CHANGE noninsuln_dependent_diabetes nominsulin_dependent_diabetes
varchar(3)

ALTER TABELE form_reviewofs CHANGE hypothyreidism hypothyroidism varchar()
A]TER. TABLE form_reviewofs CHANGE hyperthyroidism hyperthyraidiem varchan(5)
ALTER TABLE form_reviewofs CHANGE cushing_syndrom cushing_synidrom varchar(5)
ALTER TABLE form_reviewofs CHANGE addison_syndrom addison_syndrom varchar(5)
ATTEFR. TABLE gacl phpgacl MODIFY vahle varchar(150) NOT NULL

ALTER TABLE gac|_acl MODIFY section_vahie varchar(150) NOT NULL default 'system’
ALTER TABLE gacl_acl_sections MODIFY vahue varchar{150) NOT NULL

ALTER TABLE gacl_aco MODIFY section_vahe varchar(150) NOT NULL default '0'
ATTER. TABLE gacl aco MODIFY vahle varchar(150) NOT NULL

ALTER TABLE gacl aco map MODIFY section vahe varchar(150) NOT NULL default "0
ALTER TABLE gac!_aco_map MODIFY vale varchar(150) NOT NULL

ALTER TABLE gacl aco_sections MODIEY value varchar(150) NOT NULL

ATTER. TABLE gacl aro MODIFY section vale varchar(150) NOT NULL defaul '0'
ALTER TABLE gacl aro MODIFY valie varchar(1 500 NOT NULL

ALTEFR. TABLE gacl aro map MODIFY section vale varchar(150) NOT NULL default "0’
ALTEFR. TABLE gacl aro_map MODIFY value varchar(150) NOT NULL

ALTER TABLE gacl aro_sections MODIFY value varchar(150) NOT NULL

ALTER TABLE gacl axo MODIFY section vahle varchar(150) NOT NULL default '0°
ALTER TABLE gacl axo MODIFY vahe varchar{150) NOT NULL

ALTER TABLE gacl axo_map MODIFY section value varchar(150) NOT NULL default ‘0’
ALTER TABLE gacl axo_map MODIFY vale varchar(150) NOT NULL

ALTER. TABLE gacl axo_sections MODIFY value varchar(150) NOT NULL

ALTER. TABLE gacl aro groups MODIFY value varchar(150) NOT NULL

ALTER TABLE gacl axo_groups MODIFY vaue varchar(150) NOT NULL

Database upg ade fimshed

Ensure you got no errors. Close the window.

4. Next, need to upgrade the php-GACL access controls. Open a
webbrowser outside the appliance and point to (the
APPLIANCE IP ADDRESS was found by above ifconfig command):
https://APPLIANCE IP ADDRESS/openemr/acl upgrade.php



& Mozila Frefar
File Edit View History Bookmarks Tools Help
- Logn w e hitpe 17216 facl_upgrade.php * |
T IOE SENSIVIOE: ODject SEchon afeady exisl - -
The Lists' object section has been successfully added
The Placeholder’ object secticn has been successfully added

Adding new ohjects

The Mormal' object in the 'Sensitivities' section already exist

The High' object in the 'Sensitnities” section abeady exist.

The Phammacy Dispensany’ object in the "Administration’ section already exist.

The "ACL Administration’ object in the 'Admiristration’ section already exist.

The Price Discounting' object in the 'Accounting’ sechion already exist.

The Defmdt List {write, addonly optional)’ object in the Lits” section has been successfully added

The "State List (write, addonly optionall’ object m the Tists' section has been successfully added.

The "Countsy List (write addoaly optional)’ object in the 'Liste’ section has been successfully added

The Language List (write addonly optional)’ object i the "Lists' section has been successfully added

The ‘Ethmscity-Race List {write addonly optional)’ object i the ‘Lists' section has been successfully added
The Placeholder (Maintains empty ACLsY object m the Placeholder' section has been successfully added

Upgrading objects
The High' object in the "Sensitnities” section has already been opdated.

Adding ACLs{Access Control Lists) and groups

The Physicians' group already exist.

The Physicdans' group ‘addonky’ ACL has been successfully added.
The Front Office’ group alveady exist.

The Front Oifice’ group addonly’ ACL has been successfilly added
The "Accounting proup already exist
The "Accounting’ group ‘addonly” ACL has been successfully added

Updating the ACLs{Access Control Lists)
The ‘Superuser’ object of the 'Adnsinistration’ saction is already found in the 'Administrators’ group “write’ ACL.
The High' object of the "Sensitivities' section is already found in the 'Administrators’ group 'wnite’ ACL.
The MNormal' object of the 'Sensithaties’ section is already found in the ' Adminiztrators’ group “write’ ACL.
The High' object of the "Sensithvities' section is already found in the Physicians' group 'wiite' ACL.
The TNormal' object of the 'Sensitnities’ section i alresdy found in the Physicians’ group “write” ACL.
The TNormal' object of the 'Sensitivities’ section is already found in the 'Clinicians' group 'addenly” ACL.
The Pharmacy Dispensary’ object of the " Admmstration’ section is already found in the "Admomstrators’ group "woite’ ACL
The Pharmacy Dispensany’ object of the "Admsustration’ section is already found i the Physicians’ group "wrste' ACL
The Phammacy [ispensary’ object of the ' Admestration’ section is already found in the 'Chmicians’ group 'write’ ACL
The "ACL Administration’ object of the 'Administration’ section is already found m the "Admdndstrators’ group write' ACL
| The Price Discounting' object of the 'Accounbing' section is already found in the "Administrators’ group "wate’ ACL.
The Price Discombing' object of the 'Accomnbing' secton is already found in the "Accounting' group 'wnze’ ACL.
The Price Discounting' object of the 'Accounting' section is already found in the Phsicians’ prowp “venite’ ACT.
Successfully placed the 'Defaudt List (write, addonly optionall” object of the 'Lists’ section mto the "Administrators’ group 'write' ACL.
Successfully placed the "State List (write.addonly optional)’ object of the Lists' section mto the "Admnistrators’ group "write' ACL.
Successfully placed the "Coumtry List (write, addonly optional)’ obpect of the "Lists' secton into the 'Administrators’ group "write” ACL.
Successfully placed the 'Language List {wnte, addonly optional)’ object of the Lists' secton into the "Admmistrators’ goup "wite' ACL.
Successfully placed the "Ethnicity-Race List {write addonly eptional)’ object of the Lists' section into the 'Administrators’ group “wiite’
ACL

ALL DONE

Ensure you got no 'ERRORS'. Close the window.

5. Secure openemr . Enter below bolded instructions on command line (if
prompted to give password during the sudo command, then use
'openemrcool'):



sudo chmod 600 /var/www/openemr/acl _setup.php
sudo chmod 600 /var/www/openemr/acl upgrade.php
sudo chmod 600 /var/www/openemr/sl_convert.php
sudo chmod 600 /var/www/openemr/setup.php

sudo chmod 600 /var/www/openemr/sql upgrade.php
sudo chmod 600 /var/www/openemr/gacl/setup.php

Upgrade Database to UTF-8

Main TOC Link
Chapter Index Link

OpenEMR 3.1.0 is 100% UTF-8 compliant to allow special character
languages (such as chinese, greek, etc.), however users that are upgrading from
a previous version of OpenEMR will continue to have a hybrid UTF-8/latin1
database and thus won't have 100% UTF-8 compliance. Several ways to go for
upgraders:

(If decide to convert to UTF8, ensure you backup the database before
conversion.)

1) If your only using english characters currently and plan on only using English
characters in the future, then doing a simple OpenEMR upgrade will suffice (no
need to convert to database to 100% UTEF-8).

2) If your only using english characters, however, plan to use a language with
any special non-english characters in the future, then you should consider
converting your database to 100% UTF-8. In this special case (since you were
only using english characters previously) then a simple conversion will work. So,
you would do the simple OpenEMR upgrade discussed elsewhere and then do
following two command line commands on your upgraded database (assuming
database name is openemr):

Stepl) mysql --database=openemr -B -N -e "SHOW TABLES" | awk '{print
"ALTER TABLE", $1, "CONVERT TO CHARACTER SET utf8;"}' | mysql
--database=openemr &

Step2) mysql -e "ALTER DATABASE openemr CHARACTER SET utf8§;"

(NOTE that above will alter your database and could possibly screw it up, so
BACK IT UP first)

3) If your currently using non-english characters, and want to continue
supporting non-english characters. This is the hard one, because OpenEMR's
previous releases did not do a very good job maintaining consistent encoding in
the database (a very common problem in other software also). You could try
above strategy in number 2, however you have a possibility of getting garbage. If
2) doesn't work, then you will likely need to go a strategy like the following
linked below:

http://codex.wordpress.org/Converting Database Character Sets



To repeat:

---This only pertains to users that are upgrading (users that are installing 3.1.0
new do not need to worry about this stuff)

---Upgraders that are only planning to use english characters do not need to
worry about this stuff. (unless you want to be cool, and say your using OpenEMR
with 100% compliance...)

For the appliance upgrade, I will convert via step 2 (since there is no data
in the blank appliance, it is straighforward). Enter below bolded instructions on
command line (if prompted to give password during the sudo command, then use
‘openemrcool'):

sudo mysql --database=openemr -B -N -e "SHOW TABLES" | awk
'{print "ALTER TABLE", $1, "CONVERT TO CHARACTER
SET utf8;"}' | sudo mysql --database=openemr &

sudo mysql -e "ALTER DATABASE openemr CHARACTER SET
utfsg;"

Upgrading to OpenEMR 3.2.0

Main TOC Link
Chapter Index Link

1. Enter below bolded instructions on command line (if prompted to
give password during the sudo command, then use 'openemrcool'):

#Download OpenEMR 3.2.0
wget downloads.sourceforge.net/openemr/openemr _3.2.0-1_all.deb

#Upgrade to OpenEMR 3.2.0
sudo aptitude update
sudo dpkg -i openemr _3.2.0-1_all.deb
-enter'Y’
(If there was an error(s), then issue the following command (type 'Y"
dafter): sudo apt-get install -f )

#Note backups of your previous OpenEMR version are stored at
/tmp/openemt-tmp/ . Ensure these files are secure(move to secure area
or remove them), since they contain confidential patient information.

Upgrading Webmin

Main TOC Link



Chapter Index Link

2. Enter below bolded instructions on command line (if prompted to
give password during the sudo command, then use 'openemrcool'):

#Download Webmin 1.500
wget downloads.sourceforge.net/webadmin/webmin_1.500_all.deb

#Upgrade to Webmin 1.500
sudo aptitude update
sudo dpkg -i webmin_1.500 _all.deb
(If there was an error(s), then issue the following command (type 'Y’
after): sudo apt-get install -f)
-enter 'N'

Upgrade Language Translation Tables (3.2.0)

Main TOC Link
Chapter Index Link

Here we will upgrade to the language translation tables published with
OpenEMR 3.2.0 . This is very simple to do. Note, however, that this will
delete all current local language translation tables.

1. Download translation sql tables from sourceforge to desktop (via
'File'->'Save Page as'):
http://openemr.cvs.sourceforge.net/viewvc/openemr/openemr/cont
rib/util/lanqguage_translations/currentl.anqguage_utf8.sql?
revision=1.19.2.3

1. Login to OpenEMR:


http://openemr.cvs.sourceforge.net/viewvc/openemr/openemr/contrib/util/language_translations/currentLanguage_utf8.sql?revision=1.19.2.3
http://openemr.cvs.sourceforge.net/viewvc/openemr/openemr/contrib/util/language_translations/currentLanguage_utf8.sql?revision=1.19.2.3
http://openemr.cvs.sourceforge.net/viewvc/openemr/openemr/contrib/util/language_translations/currentLanguage_utf8.sql?revision=1.19.2.3

Eilt Edit View History Bookmarks Tools Help

- Login x| o http://17216.0131/log/logPhp.bxt

OpenEMR v3.1.0
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Login
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Click 'Administration'->'Other'->'Database’' from left tree menu.
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Click 'openemr' database link near top left (highlighted by arrow).
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Select the 'currentLanguage utf8.sql' file that you downloaded in above
first step, and click 'Open'.
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Click 'Go' at bottom right (highlighted by arrow). After click, the import
can take up to a minute or so.
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After import is done, you should see the above yellow banner stating the
import has been successfully finished.

Upgrading to OpenEMR 4.0.0

Main TOC Link

1. Enter below bolded instructions on command line (if prompted to
give password during the sudo command, then use '‘openemrcool’):

#Download OpenEMR 4.0.0
wget downloads.sourceforge.net/openemr/openemr 4.0.0-1_all.deb

#Upgrade to OpenEMR 4.0.0
sudo aptitude update
sudo dpkg -i openemr 4.0.0-1 all.deb



-enter 'Y’
(If there was an error(s), then issue the following command (type 'Y’
after): sudo apt-get install -f )

#Note backups of your previous OpenEMR version are stored at
/tmp/openemr-tmp/ . Ensure these files are secure(move to secure area
or remove them), since they contain confidential patient information.

Secure the New Documents Directory
Main TOC Link

1. Enter below bolded instructions on command line (if prompted to
give password during the sudo command, then use 'openemrcool'):

#edit apache2 config file /etc/apache2/apache2.conf
sudo jed /etc/apache2/apache2.conf

#Modify below bolded entries near end of file:
<Directory "/var/www/openemr/sites/default/documents">
order deny,allow
Deny from all
</Directory>
<Directory "/var/www/openemr/sites/default/edi">
order deny,allow
Deny from all
</Directory>
<Directory "/var/www/openemr/sites/default/era">
order deny,allow
Deny from all
</Directory>

TEXT EDITOR SAVE AND EXIT

#restart apache
sudo /etc/init.d/apache2 restart

Install a 4.0.0 Patch
Main TOC Link

Will install the first 4.0.0 patch which fixes a very annoying facilities
administration bug.

2. Enter below bolded instructions on command line (if prompted to
give password during the sudo command, then use 'openemrcool'):



#Download 4.0.0 patch-1

wget -0 4-0-0-Patch-1.zip
“http://sourceforge.net/tracker/download.php?
group_id=60081&atid=493003&file id=405913&aid=3259577"

#Ensure the zip package is installed
sudo aptitude update
sudo aptitude install zip
-enter'Y’
(If there was an error(s), then issue the following command (type 'Y"
dafter): sudo apt-get install -f )

# Install the 4.0.0 patch-1
sudo cp 4-0-0-Patch-1.zip /var/www/openemr
cd /var/www/openemr
sudo unzip 4-0-0-Patch-1.zip
-enter 'A'
sudo rm 4-0-0-Patch-1.zip

Upgrade Language Translation Tables (4.0.0)

Main TOC Link

Here we will upgrade to the language translation tables published with
OpenEMR 4.0.0 . This is very simple to do. Note, however, that this will
delete all current local language translation tables.

1. Download translation sql tables from sourceforge to desktop (via
'File'->'Save Page as' 'currentLanguage utf8.sql'):
http://openemr.git.sourceforge.net/git/gitweb.cgi?
p=openemr/openemr;a=blob plain;f=contrib/util/lanquage_transl
ations/currentlLanguage utf8.sql;:hb=5bb4c7beablfe274147df9ccf
3b989adcb0ae04b

1. Login to OpenEMR:


http://openemr.git.sourceforge.net/git/gitweb.cgi?p=openemr/openemr;a=blob_plain;f=contrib/util/language_translations/currentLanguage_utf8.sql;hb=5bb4c7beab1fe274147df9ccf3b989adcb0ae04b
http://openemr.git.sourceforge.net/git/gitweb.cgi?p=openemr/openemr;a=blob_plain;f=contrib/util/language_translations/currentLanguage_utf8.sql;hb=5bb4c7beab1fe274147df9ccf3b989adcb0ae04b
http://openemr.git.sourceforge.net/git/gitweb.cgi?p=openemr/openemr;a=blob_plain;f=contrib/util/language_translations/currentLanguage_utf8.sql;hb=5bb4c7beab1fe274147df9ccf3b989adcb0ae04b
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Click 'Administration'->'Other'->'Database’' from left tree menu.
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Click 'openemr' database link near top left (highlighted by arrow).
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Select the 'currentLanguage utf8.sql' file that you downloaded in above
first step, and click 'Open'.
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Click 'Go' at bottom right (highlighted by arrow). After click, the import
can take up to a minute or so.
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After import is done, you should see the above yellow banner stating the
import has been successfully finished.

ALL DONE

Appendix
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A. Configuring client web browser for https

Main TOC Link
1. For security, this appliance forces users to use https (encrypted) over a web browser.



Because we are using a homemade security certificate (real certificates cost money),
most new web browsers will give a security error. This can easily be dealt with by
following the browser instructions to create an exception. I have posted steps for both
Firefox and Internet Explorer.

2. Firefox:

(1., Page Load Error x |

& Secure Connection Failed
i 192.168.1.167 uses an invalid security certificate.

The certificate is not trusted because it is self signed.
The certificate is not valid for any server names.

(Error code: sec_error_untrusted_issuer)

® This could be a problem with the server’s configuration, or it
could be someone trying to impersonate the server.

m [f you have connected to this server successfully in the past, the
error may be temporary, and you can try again later,

Click 'Or you can add an exception...".



File Edit View History Delicious Jools Help

x |

Secure Connection Failed

192.168.1.167 uses an invalid security certificate.

The certificate is not trusted because it is self signed.
The certificate is not valid for any server names.

(Error code: sec_error_untrusted_issuer)

® This could be a problem with the server’'s configuration, or it
could be someone trying to impersonate the server,

m [f you have connected to this server successfully in the past. the
error may be temporary, and you can try again later,

You should not add an exception if you are using an internet connection that
you do not trust completely or if you are not used to seeing a warning for this
SErver,

Get me out of here! | ’dem‘i\)

Click the 'Add Exception...' button.



% Youare about to override how Firefox identifies this site.
p EEI Legitimate banks, stores, and other public sites will not ask you to do this.

- Server

- Certificate Status

View...

[7] Perman ently store this exception

lgcnfirm Security Excepticun] ’ Cancel ]

Click the 'Get Certificate' button. (DO NOT edit the 'Location:")



“ou are about to override how Firefox identifies this site,
ik I 3 . Legitimate banks, stores, and other public sites will not ask you to do this.

- Server

Location: https://192.168 1167 /openemr/setup.php | Get Certificate

- Certificate Status
This site atternpts to identify itself with invalid information.
Wrong Site
Certificate belongs to a different site, which could indicate an identity theft.
Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized authority.

[¥] Permanently store this exception

Confirm Security Exceptiorﬁ‘ Cancel
X
o

Click 'Confirm Security Exception'. Ensure 'Permanently store this exception' is checked, so
you don't have to go through this every time. Also, DO NOT change 'Location:'.

ALL DONE, go back and continue your previous instructions.

3. Internet Explorer:



There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was sssueed for a different website's address.

Security certificate problems may indicate an attempt to fool you arintercept any data you send 1o the

SRTET,

Wae recomimend that you clase this webpage and do not continue to this website.

& Click here to dose this webpage:

B Continue to this website (not recommendes
&= Mera i :

i More information

Click 'Continue to this website'.

ALL DONE, go back and continue your previous instructions.

B. Useful Websites

Main TOC Link

OpenEMR links:
1. http://www.oemr.org/ (Main OpenEMR website with a good Wiki and
a new forum)

2. http://sourceforge.net/projects/openemr/ (Main OpenEMR
sourceforge page)

3. http://www.bradymd.com/appliance/ (OpenEMR Virtual Appliance
Homepage)

Virtual Machine links:
1. http://www.vmware.com/ (VMware website)

2. http://www.vimware.com/appliances/ (VMware virtual appliance
explanation)

3. http://www.vmware.com/vimtn/appliances/overview.html (Another

VMware virtual appliance explanation)



http://www.vmware.com/vmtn/appliances/overview.html
http://www.vmware.com/appliances/
http://www.vmware.com/
http://www.bradymd.com/appliance/
http://sourceforge.net/projects/openemr/
http://www.oemr.org/

C. Author Email and License/Disclaimer
Main TOC Link

Author: Brady Miller

Email:brady@sparmy.com

www.bradymd.com

Copyright (C) <2006-2011> <Brady Miller>

This program is free software; you can redistribute it and/or modify

it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of

MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

GNU General Public License for more details.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users. This
General Public License applies to most of the Free Software
Foundation's software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by
the GNU Lesser General Public License instead.) You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.
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For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their
rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed on, we
want its recipients to know that what they have is not the original, so
that any problems introduced by others will not reflect on the original
authors' reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and
modification follow.

GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains
a notice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The "Program", below,
refers to any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright law:
that is to say, a work containing the Program or a portion of it,
either verbatim or with modifications and/or translated into another
language. (Hereinafter, translation is included without limitation in
the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of

running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the

Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's
source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License
along with the Program.

You may charge a fee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion



of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in
whole or in part contains or is derived from the Program or any
part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License.

c) If the modified program normally reads commands interactively
when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide

a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself is interactive but

does not normally print such an announcement, your work based on
the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Program,

and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based

on the Program, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the

entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program
with the Program (or with a work based on the Program) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may copy and distribute the Program (or a work based on it,
under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable
source code, which must be distributed under the terms of Sections
1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three

years, to give any third party, for a charge no more than your

cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be
distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,



c) Accompany it with the information you received as to the offer
to distribute corresponding source code. (This alternative is
allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such
an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for
making modifications to it. For an executable work, complete source
code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to

control compilation and installation of the executable. However, as a
special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary

form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program
except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such
parties remain in full compliance.

5. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying
the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions. You may not impose any further
restrictions on the recipients' exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties to
this License.

7. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent
license would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then



the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section is intended to
apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing

to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates
the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions
of the General Public License from time to time. Such new versions will
be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number. If the Program
specifies a version number of this License which applies to it and "any

later version", you have the option of following the terms and conditions
either of that version or of any later version published by the Free

Software Foundation. If the Program does not specify a version number of
this License, you may choose any version ever published by the Free Software
Foundation.

10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to the author
to ask for permission. For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this. Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software and
of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF



MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS
TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER
PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve this is to make it
free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest
to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at least
the "copyright" line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

This program is free software; you can redistribute it and/or modify

it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this
when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of author

Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type “show w'.
This is free software, and you are welcome to redistribute it

under certain conditions; type “show c' for details.

The hypothetical commands “show w' and "show c' should show the appropriate
parts of the General Public License. Of course, the commands you use may



be called something other than “show w' and "show c'; they could even be
mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your
school, if any, to sign a "copyright disclaimer" for the program, if
necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program
"Gnomovision' (which makes passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into
proprietary programs. If your program is a subroutine library, you may
consider it more useful to permit linking proprietary applications with the
library. If this is what you want to do, use the GNU Lesser General

Public License instead of this License.
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