Proposal for OpenEMR to meet the Centers for Medicare and Medicaid’s Meaningful Use Stage 2.

§170.314(d)(3) Audit report(s)

Enable a user to create an audit report for a specific time period and to sort entries in the audit log
according to each of the data specified in the standards at §170.210(e)

§ 170.210(e)(1)(i) - The audit log must record the information specified in sections 7.2 through 7.4, 7.6,

and 7.7
7.2

7.3

7.4

7.6

7.7

Date and Time of Event—The exact date and time of the access event and the
exit event.

Patient Identification—Unique identification of the patient to distinguish the
patient and his/her health information from all others.

User Identification—Unique identification of the user of the health information
system.

Type of Action (additions, deletions, changes, queries, print, copy)—Specifies
inquiry, any changes made (with pointer to original data state), and a delete
specification (with a pointer to deleted information).

Identification of the Patient Data that is Accessed

§ 170.210(e)(1)(ii) - The date and time must be recorded in accordance with the standard specified at §

170.210(g).

§ 170.210(e)(2)(i) - The audit log must record the information specified in sections 7.2 and 7.4 of the
standard specified at § 170.210(h) when the audit log status is changed.

7.2

7.4

Date and Time of Event—The exact date and time of the access event and the
exit event.

User Identification—Unique identification of the user of the health information
system.
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Currently, the audit report only records the access event. Proposal: The date and time of all exit events
should be recorded. The audit report should be sortable by date and time.

Currently, the audit report does not allow for the audit of unique patient identification. The ability to
audit unique identification and sort should be added.

Currently, the audit report does not allow for the audit of all users of the system.
OpenEMR should have a user log that lists user name, user ID number, user start date, user status and
termination date. The audit report should be sortable on any of these items.
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OpenEMR provides the SQL query string for all database transactions instead of a report or log, nor does
it show the pre-modified data state. OpenEMR should be modified to record the date, time, user, record
modified, previous value, and current value in a searchable report.
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OpenEMR does not currently produce a sortable audit log that would allow for identifying which users
viewed which patient data. The functionality should be added and allow for sorting.



